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CAUTION: EMERGENCY LOCKDOWN
Emergency lockdown functions must operate totally independent of the access control
system and must not rely on operation of card readers, access control panels,
communications networks, communications devices or host software. Cansec accepts no
responsibility for direct or consequential damages resulting from the failure of emergency
lockdown functions which are dependant in any way on the operation of card readers,
access control panels, communications networks, communications devices or host software.
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Introduction
The MAP1 controller can be provisioned with Webster firmware to create an embedded
web server supporting up to 4 doors. The MAP2 controller supports up to 8 doors and the
MAPmini controller supports just 1 door. Just plug it into the LAN network, assign it a
static IP address and use a standard web browser on your PC, tablet or smartphone to
manage the Webster system. There is no software to install.
Webster provides a feature set which is comparable to most host-based systems
and supports up to 5,000 cardholders with any Facility Codes. Unlike some embedded web
servers, Webster allows multiple concurrent operators to connect with their own user
names and passwords. Webster supports standard 26, Cansec 37 and Corporate 1000
35/48 Wiegand formats for maximum flexibility.
Administrators can use Webster to void and validate credentials as well as manage readers
and set up programmable access schedules, holiday schedules, unlock schedules, and user
profiles. Other features include Bypass Lockout, First-Man-In Rule, Unlock Privilege,
Daylight Saving Time and Selective Power Door Operator activation.
Key Features









5,000 cardholder/user capacity
2/4 reader capacity
Real time communications
Programmable access profiles
Programmable holidays
Automatic door unlock schedules
Alarms for forced entry/door held open conditions
Extremely easy to learn and use
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System Requirements
 A computer with network access and one of the following web browsers: Microsoft
Edge, Google Chrome.
 A network switch where the computer and the MAP controller can be connected to.
 A static IP address to be assigned to the MAP controller.

Step 1. Software Installation
There is no software to install for the Webster system. However, to assign a static IP
address for the MAP controller, install the MAP IP Configuration Tool (compatible with
Windows-based computers only).

Step 2. Configuration
This section describes the steps to configure the Webster system. These steps are typically
done by the installation company or system administrator.
1. Obtain the static IP address information from IT personnel.
2. Power up the MAP controller. Plug a network cable from the network switch into
the MAP controller. By default, the MAP will acquire a dynamic IP address from a
DHCP server available in the network.
Note: If there is no DHCP available, see Appendix section for instructions to reset the
MAP controller to a static IP address.
3. Install and launch MAP IP Configuration Tool. Click Scan button.
Note: MAP IP Configuation Tool can be downloaded from here
https://www.cansec.com/downloads/category/232-software.html
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4. After the scan has finished, select the controller with Webster mode and click
Configure. Unselect Enable DHCP then enter the new static IP address
information obtained from IT personnel.

5. The default current password is Cansec. Enter the current password, the new
password and the password confirmation and click Save. The MAP controller will be
rebooted with the new static IP address.
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Step 3. Webster Login
1. Launch a web browser and enter the static IP address of the MAP controller.
Sample IP Address only. Enter
your own assigned IP address

2. You will be prompted with a similar warning since it’s a self-assigned certificate.
Microsoft Edge

Google Chrome

3. Ignore the warning. Click Go on to the webpage if your browser is Microsoft Edge.
If your browser is Google Chrome, click Proceed to x.x.x.x, where x.x.x.x is the IP
address of the MAP controller.

4. Enter default user name admin and default password admin and click Log In.
Password is case sensitive. Note: Administrator account can add/modify additional
operator accounts and passwords from the System Management menu after logging in.
Webster
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Step 4. Panel and Reader Definition
ADD READER
1. Select Add New Reader. Enter reader name. Each reader has its own unique Id
starting from 1.

2. Select an unlock time, in seconds (60 seconds max.), for the door when a valid
credential is presented or when an exit button is pressed.
3. Select a DHO (Door Held Open) time (300 seconds max.) for the panel to wait
before activating the multi-function relay when the door is left open for too long.
Webster
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Note: DHO option requires the door to have a door contact installed and the multifunction relay configured as Door Held Open relay.
4. Select a pre-alert time for the reader to emit a warning tone when the door is left
open for too long before it initiates a constant reader beep. The pre-alert time is
greater than the unlock time but less than the DHO time. Note: In the example
image above, the Pre-Alert Duration is set to 30 seconds.
5. Select the desired function to assign to the multi-function relay. This relay can be
assigned to only one of the following functions:

Not Used
Alarm Shunt

This relay is not used at all.
This relay is used to shunt an alarm when an access
granted or an exit button event occurs. When used, this
relay is activated prior to the lock relay’s activation and
deactivated after the door contact is closed. If door
contact is not used then it’s deactivated when the lock is
relocked.
Door Held Open
This relay is used to activate another device (e.g. an
external light strobe or alarm) when the door is held open
longer than a pre-set time.
Forced Entry
This relay is used to activate another device (e.g. an
external light strobe or alarm) when the door is forced
open without a valid credential or exit button press.
Door Operator –
This relay is used to activate a door operator after an
All Cards
access-granted or an exit button event occurs.
Handicap Operator This relay is used to activate a door operator only when a
– Handicap Cards valid credential, designated as handicap credential, is
Only
presented at a reader. Exit button event also activates this
relay.
Door Held Open
This relay is used to activate another device when the
or Forced Entry
door is held open longer than a pre-set time or when the
door is forced open.
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6. Select an optional unlock schedule. There are 255 available unlock schedules.
The unlock schedule, when defined and used, allows the door to automatically
unlock and relock at pre-defined times. If not used, select No Unlock.
7. Select optional features e.g. First Man In etc… Click Submit when finished.
Sound Pre-Alert
Power Lock on RTE

First Man In

Exit Reader Present

Enable reader warning tone when the door is held
open longer than preset time.
Activate the lock and shunt the door contact
when RTE (Request To Exit) button is pressed. If
unselected, only the door contact is shunted. This
option allows the installer to install an indoor
motion sensor hooked up to RTE to trigger a
valid egress without generating a forced entry
when the door is opened from inside.
If this option is enabled, the door will not
automatically unlock (based on its selected unlock
schedule) until the first valid credential is
presented at the reader. If no unlock schedule is
used then this option has no effect.
Select this option if there is an exit reader wired
up in addition to an entry reader.

READER STATUS
Reader status provides the current status of the reader.

Click on a reader to view its status. Status notifications will be indicated by a check
mark in the appropriate box.
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Reader Unlocked When checked off it indicates that the reader is currently unlocked.
Lockout Mode On When checked off it indicates that the reader is in lockout state. No
access to reader is allowed for any valid card.
Dr Held Open
When checked off it indicates that the door is held open.
Alarm
Forced Entry
When checked off it indicates that the door was forced open.
Alarm
RDR Tamper
When checked off it indicates that the reader is in tamper alarm.
Alarm
DC Open
When checked off it indicates that the door contact is open.

READER COMMAND
 Unlock, Momentary Unlock, Relock, Lockout On and Lockout Off
1. Select a reader from Reader View.
2. Select an appropriate link, e.g. Unlock, Relock, etc. to perform on the reader.
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Unlock
Momentary
Unlock
Relock
Lockout On

Unlock the lock in a maintained state.
Momentary unlock of the lock for the duration set in the unlock
time setting of the door.
Relock the lock in a maintained state.
Relock the lock and disable card reader from reading any
credential. Card reader’s LED flashes red and green.
Lockout Off Enable card reader from lockout state. Card reader’s LED stays
red and lock remains locked.

READER EVENT
All events are recorded in the database and displayed in the History View.

Step 5. Schedules, Profiles, Cardholders
Access schedules specify when cardholders can use their credentials to access a door.

ACCESS SCHEDULE
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1. Select Access Schedule from the top menu.
2. Click Add New Schedule in Access Schedule View.
3. Enter a name for the access schedule, e.g. 24/7 and click Apply.
4. Click Add New to add a new interval for this schedule.

5. Select the day of the week. Enter start hour, start minute and end hour, end
minute accordingly to specify when cardholders can use their credentials to gain
access to a door. Click Submit when finished.

Webster
Operator Guide

Page 13 of 39
September 2022 • Rev. 1.4

Note: There are 24 available intervals shared between weekdays (7 days from Sunday to
Saturday) and a holiday (1 day) for a total of 8 days. Several intervals can be defined
within a day, e.g. Monday 9:00AM to12:59PM and Monday 1:00PM to 5:00PM.
More than 3 intervals can be defined within a day and some days will have fewer
numbers of intervals, e.g. Monday may have 5 intervals, Tuesday may have 2 intervals
and Wednesday may have 6 intervals, etc, for a maximum of 24 intervals shared
between all days.

Alternatively, select the predefined template
e.g. 24/7 or Weekday to define access
schedule without having to pick each day
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UNLOCK SCHEDULE
Unlock schedule is used to automatically unlock and relock a door at specified
times.

1.
2.
3.
4.

Select Unlock Schedule from the top menu.
Select Add New Unlock Schedule in Unlock Schedule View.
Enter a name for the access schedule, e.g. Weekday 9AM-5PM and click Apply.
Click Add New to add a new interval for this schedule.

5. Select the day of the week. Enter start hour, start minute and end hour, end
minute to modify times accordingly to specify when a door is unlocked. Click
Submit when finished.
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6. To assign an unlock schedule to a door, select Reader from the top menu and
select a desired reader. Select Edit and select an unlock schedule to assign to
that door.
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7. Click Submit when finished.

HOLIDAY SCHEDULE
Holidays can be defined so that automatic door unlock schedules and access
schedules do not take effect on the specified day.

Note: A Holiday is not restricted
to an individual day and may span
intervals less than or greater than a
1. Select Holiday from the top menu.
single day. It can start at any time
2. Select Add New Holiday in Holiday View.
within the day and end in the same
3. Enter a name for the Holiday Name, e.g. Christmas. day or a different day at a different
time. For example, consider the
case of a company which shuts
down for a week at noon on
December 24th until January 2nd
of the New Year. This would be
accommodated using a holiday
start date of December 24th at
12:00PM until January 2nd at
12:00AM.
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4. Select Start Day calendar picker and set the desired date for the holiday’s Start
Date and enter the time for the holiday’s Start Hour and Start Minute.
5. Click Start Day calendar picker to the desired date for the holiday’s End Date
and enter the time for the holiday’s End Hour and End Minute.
6. Click Submit when finished.

USER PROFILE
User profiles specify which doors a group of cardholders can access, and link those
doors with access schedules that define when those cardholders can access them.

1. In Profile View, Select Add New Profile.
2. Enter a name for the profile, e.g. Managers.
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3. Select a schedule and assign it to available readers. Note: Cardholders who belong to
the profile will only be able to access the readers that has access schedule assigned to it.
4. Click Submit when finished.

To modify or delete a profile select a profile in Profile view and edit it as desired, or
delete it by clicking “DELETE” link.
Note: To delete a profile, all users in that profile must be assigned to a different profile before
it can be deleted.

Search by individual option: User
Name or Site Code or User Id or by
Site Code and User Id combination.
User name is not case sensitive.

ADD CARDHOLDER

1. In the User View, select Add New User.
Webster
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2. Enter User Name.
3. Select a credential
format. Simply
enter the system
or facility code
and the credential
number in the fields Site Code and User Id respectively.
4. Select the date and time for this card holder to be automatically validated
and the date and time for the card holder to be automatically expired.
5. Select Bypass Lockout only for designated cardholders to be able to access
the readers when at least one of the readers is in lockout mode. Example:
assign Bypass Lockout privilege only to management staff so they may access the
readers in lockout mode. Regular staff will be denied access when readers are in
lockout mode.
6. Configure options for each door. If applicable select Handicap. The door
operator will be energized when this handicapped cardholder swipes his/her
credential.
Webster
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Note:
 The door operator must be installed and hooked up to the MAP panel using
the Multi-Function relay which must be set to Handicap Operator mode.
Select Unlock Privilege if this cardholder is permitted to unlock the
door in a maintained state when his/her credential is double swiped at
a card reader.
 Double swipe will unlock the door in a maintained state and double swipe
again will relock the door. Single swipe will momentarily unlock the door for
the duration configured in the unlock time setting of that door.
 The double swipe privilege is optional and should be assigned only to privileged
cardholders, e.g. Managers, Supervisors.
7. Select an Access Profile previously created.
8. Click Submit when finished. This new card will be displayed in the User
View.

EDIT AND DELETE CARDHOLDER
1. Click the cardholder to edit.

2. Select DELETE to delete the
cardholder.
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EXPORT CARDHOLDERS
To export the list cardholders in a csv file, select Export CSV
Google Chrome: Bottom left corner of the browser

Microsoft Edge: Top right corner of the browser

BULKLOAD CARDHOLDERS
Bulk loading allows administrators to load a
number of cardholders.

1.
2.
3.
4.
5.

Select Bulk Load
Enter the Base Name e.g. User
Select the Wiegand Format.
Enter Site Code, Starting ID, Ending ID
Select Profile and click Submit.
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Step 6. System Management
System management provides options to manage other features of the system like
operator management and daylight saving time, etc.
1. Select

from the top right corner.

2. Select System Management to display additional menus
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OPERATOR MANAGEMENT
Operators are persons who are authorized to log in and manage the software and
controllers or panels.
1. In the Operators page, click Add New to create new operator.

2. Enter a login operator name, e.g. administrator.
3. Enter an optional first name and last name.

4. Enter the password.
5. Select a group for this operator. The Admin group has full access to the Webster
system and the User group has limited access to the Webster system.
6. Select Submit when finished.
Note: Manual logout can be done by clicking on the logout link
at the bottom right corner.
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SYNCHRONIZE TIME WITH YOUR PC
The Webster system runs on the MAP board which has its own clock. The time
may be different from your computer’s time. Select Synchronize time with your PC
to synchronize Webster’s time with your PC’s time.
When time synchronization succeeds, a “Set Clock Successful” message will be
displayed.

DAYLIGHT SAVING TIME
Daylight Saving Time (DST) can optionally be set. Select the date and time when
daylight saving time starts and ends. Specify the number of minutes for adjustment.
Example:
 DST starts on March 14, 2021 at 2AM and the clock on the control panel will
be turned forward 60 minutes.
 DST ends on November 7, 2021 at 2AM and the clock on the control panel
will be turned backward 60 minutes.
 All on-board schedules, e.g. access schedules, unlock schedules, etc. will be
changed accordingly by DST adjustment.
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BACKUP AND RESTORE
All Webster data is stored in the MAP panel which can be backed up to a PC and
restored to the MAP panel.
1. Select Backup and Restore.

2. Select Backup Webster Database. Depending on the browser and the operating
system that you use, a popup message will prompt for actions to take.
Microsoft Edge

Google Chrome

3. To restore a database, select the file
previously backed up, e.g. backupfile.zip
to be restored.
4. After the data file has been selected, select
Restore to upload this file to the MAP
panel.
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RESET AND SYCHRONIZE
The MAP panel has a different database and hosts the Webster service, which has
its own database. The panel itself can be reset to factory default settings and be
synchronized with Webster’s settings.
1. Select Erase controller’s data. All data from the panel will be removed.

2. To synchronize settings with Webster, Select Synchronize (Database 
Controller). All Webster’s data will be downloaded to the controller/panel.
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SCHEDULED COMMAND
Scheduled commands are used to specify a time when a selected command will be
executed on a certain door.
1. Select Scheduled Command.

2. Select Add New Scheduled Command to add a new scheduled command.
3. Enter a meaningful name, e.g. Daily Relock. Select one of the available
commands. Select one of the available readers and select the command
occurrence (Every Hour, Every Day, Once a Week, Once a Month, Monday to Friday,
Saturday and Sunday, Once Only, From – To). Important: In this example, the Daily
Relock scheduled command is scheduled to relock every hour regardless. It’s useful in case
the door is left unlocked unintentionally.
4. If applicable enter the
Start Hour and Start
Minute. Optionally, select
Execute on Holiday to
ensure that the command
will be executed even on a
holiday and otherwise not
executed. Click Submit
when finished.
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DIAGNOSTIC LOGS
There are system diagnostic logs saved on the panel. Should there be any issue,
please download and email these logs to Cansec support team for investigation.

ALARM SETTINGS
Certain alarm email notifications are supported and can be setup to send
notification to several email addresses. Email notifications are subject to the
availability of the sending and receiving email servers, and delay or spam filter may
be expected.

PANEL NAME
1. Select Panel Name
identification purpose.

from the main menu and give it a name for

2. The default name is Main. Click on the panel name
to edit and enter a new name.
3. Click Submit when done to save it.
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EMAIL ACCOUNT SETUP
1. Select Email Account Setup to configure an
email account used to send notification.
2. Enter the email server name.
3. For STARTTLS leave the port number as
587.
4. Enter user name and password for
authentication.
5. Select both Encryption and STARTTLS.
6. Click Submit to save the settings.
7. If necessary, go back to this page and enter
an email address to send a test message to
ensure that email setup is successful.

EMAIL RECIPIENTS
1. Select Email Recipients to configure several email addresses that can be
selectively used to receive certain email alarm notifications.

2. Click Add New Email Recipient. Enter the name and the email address.

Sample email address only

3. Click Submit when done to save it.
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ALARM SETUP
1. Select Alarm Setup to select
and configure which alarm,
when occurs, will send email
notification.

2. Click Add New Alarm
Notification
3. Enter a name for this alarm
type e.g. Access Denied.
4. Select a type of alarm events from the drop-down list. There are 4 event types
available:
 DHO (Door Held Open): When the door is open and being held open
for too long without closing.
 Forced Entry: The door is forced open without a valid access event.
 Access Denied: Access denied could be due to several reasons such as
time permitted or credential does not exist or credential is not allowed
access to certain door e.g. allow access to front door but not back door.
 Access Granted: Access is granted to certain door.
Important: When the door is closed, after being held too long or being forced
open, an automatic notification is sent to the selected email recipients indicating
that the door is now closed. This is applicable only when you have selected to
receive notification for DHO event or Forced Entry event or both events.
5. Select the doors e.g. Front Door or Back Door or both etc… that you wish to
receive email notification when the selected alarm event occurs.
6. Select an email address you wish to send notification to. Up to 5 email addresses
can be selected.
7. Click Submit when done to save it.
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Step 7. History and Audit Report
VIEW HISTORY
1. Select History from the top main menu.

2. Select Current Event File or a particular history event file from the drop list.
Note: There may be more than one history file available, with each file having 10,000
entries of events. Webster automatically stores event data to a different history table once
the event count reaches 10,000.
3. Select Run Query to execute the query to generate a report.
4. Optionally, select New Query to generate a query with filters and run again.
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1. Name the query e.g. Access Denied.
2. Select the dates and check off the
box “Access Denied”.
3. Select the door(s) you would like to
query against.
4. Optionally enter the user name you
would like to filter by.
5. Select Submit when done.
When this query is selected and run it
will show all the access denied events
based on the filter.

5. To edit or delete a query, select a filter in the Select Filter drop down list and
select Edit Query.

6. Modify the query accordingly and click
Submit or click DELETE to delete this
filter.
7. Select OK when prompted to delete the selected filter.
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EXPORT HISTORY
To export a history report, select Export CSV File.

Google Chrome: File saved seen at the bottom left corner of the Chrome
browser.

Microsoft Edge: File saved seen at the top right corner of the Edge browser.

Appendix
USB IP CONFIGURATION TOOL – MAP1 CONTROLLER

Important: Shutdown Push Button (PB1) must be used to avoid data corruption on the
MAP1 controller.
Webster
Operator Guide

Page 34 of 39
September 2022 • Rev. 1.4

1. If the MAP1 controller is powered on, press and hold the PB1 button, using a
small screw driver or a paper clip, for a period of 5 to 8 seconds and proceed to
step 2. Otherwise, proceed to step 4.
2. When the PLM LED on the front of the MAP1 controller begins a rapid flash,
release the Shutdown PB1 button.

3. Wait until the MAP1 does a complete shutdown, indicated by all MAP1 LEDs
going to the OFF state (except the Power LED) then unplug the power
connector.
4. Insert a FAT32-formatted-USB-flash drive into an available USB connector on
the MAP1 controller.
5. Insert the power connector into the MAP1 controller. The unit will begin the
power up sequence which takes about 30 to 40 seconds. When complete, the
MAP1 controller will beep indicating its mode, e.g. First Access or Cloud Lock.
6. Remove the USB flash drive from the MAP1 controller.
7. Insert the flash drive into a USB port on a computer. When ready, launch
Windows Explorer or File Explorer. Access the USB drive and edit the file
named MAPCFG.txt
created by the MAP1 controller during
boot-up sequence. If the file is not present, repeat from step 1. Otherwise
proceed to step 8.
8. A similar file will be displayed when opened in Notepad.
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Key Section & Name
[USBCFG]
Password

Value
[USBCFG]
Cansec

IP

10.0.0.101

Netmask

255.255.255.0

Gateway

10.0.0.1
Webster
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Key section – DO NOT change.
Factory default password. Please
modify to an appropriate password of
your choice other than the default
password.
Factory default IP address. Please
obtain a static IP address from IT
personnel and fill it here.
Factory default subnet mask. Please
specify the subnet mask where the
host computer is connected to.
Factory default gateway. Please
specify the gateway where the host
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SrvPort
DiagPort
UpdatePort
Encryption
Authenticate
IpSecurity
ClientIp

HostName
HostRetryInterval
DhcpEnabled
Future
< USB INIT DONE >

computer is connected to.
5000
Factory default server port. You may
change it or leave it as default.
5001
Factory default diagnostic port. You
may change it or leave it as default.
5002
Factory default update port. You may
change it or leave it as default.
0
For future use only.
0
For future use only.
0
Specify if trusted host is enabled or
disabled. 1=enabled, 0=disabled
0.0.0.0
The IP address of the host computer
having the First Access Express
software installed. If IpSecurity is
enabled and ClientIp has a valid IP
address specified then the MAP
controller accepts data connection
(SrvPort 5000) from only this host
computer. Other connections on
DiagPort 5001 and UpdatePort
5002 are not affected by this setting.
cloudacs.com
Applicable for Cloud based controller.
The default hostname is cloudacs.com
60
The default retry interval in seconds
when the controller is disconnected
from the CloudACS server
1
DHCP is enabled by default
blank
For future use only.
< USB INIT DONE > Please remove this line after this file
has been correctly modified. The
MAP controller reads parameters in
this file during boot up sequence and
configures the IP address accordingly
after which it will write <USB INIT
DONE> to indicate that the
initialization has been done.

9. Obtain all IP address information from IT personnel and modify the file
accordingly. Remove the line <USB INIT DONE> and save the file before
removing it from your computer.
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10. Repeat from step 1 to step 6 then proceed to step 11.
11. Insert the flash drive into a USB port on a computer. When ready, launch
Windows Explorer or File Explorer. Access the USB drive and check if there is
an error file

present along with the file

12. If no error file is present skip this step and proceed to step 13. Otherwise edit
the error file and review the errors indicated. Correct the errors in the
MAPCFG.txt accordingly and save it before removing it from the computer.
Repeat step 1 to 6 then proceed to step 11. See sample error file below.

13. If no error file is present, it is recommended that the file MAPCFG.txt
be reviewed to ensure that the line <USB INIT DONE> has been
written by the MAP1 controller indicating that the IP configuration has been
successfully saved and initialized.
14. A file named SysInf.txt is also present. This file contains critical information if
debugging is required. If this file is not present it is recommended that the
controller be updated with the latest firmware.
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IP RESET – MAP1 CONTROLLER

Note: Optional method to reset IP address of MAP1 controller to factory default.
1. If the MAP1 controller is powered on, proceed to step 2. Otherwise, insert the
power connector into the MAP1 controller. The unit will begin the power up
sequence which takes about 30 to 40 seconds. When complete, the MAP1
controller will beep indicating its mode, e.g. First Access, Webster or Cloud
Lock.
2. Press and hold the IP reset button (PB2) until the MAP1 controller sounds with
a continuous beep. Release the IP reset button and the MAP1 controller will
reboot. During reboot the MAP1 controller resets itself to obtain an IP address
automatically (DHCP mode enabled) and erases any previous static IP address
settings. Default password will also be reset to Cansec.
Note: If a USB drive is present during reboot, the MAP1 controller will look for the file
named MAPCFG.txt and extracts IP settings parameters to configure its IP
address information accordingly. If the file is not present, the MAP1 controller will
create a template file named MAPCFG.txt with factory default parameters. If no
USB drive is present the MAP1 controller will continue with its reboot sequence.

® Webster is a registered trademark of Cansec Systems Ltd.
® Windows is a registered trademark of Microsoft Corporation in the United States and/or other countries.
™ Chrome browser is a trademark of Google LLC in the United States and/or other countries.
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