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CAUTION: EMERGENCY LOCKDOWN

Emergency lockdown functions must operate totally independent of the access control
system and must not rely on operation of card readers, access control panels,
communications networks, communications devices or host software. Cansec accepts no
responsibility for direct or consequential damages resulting from the failure of emergency
lockdown functions which are dependant in any way on the operation of card readers,
access control panels, communications networks, communications devices or host software.

Copyright © 2024 Cansec Systems, Ltd.
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Introduction

First Access software is extremely cost-effective and easy to use to manage the MAP1,
MAP2 and MAPMINI door controllers. The MAP2 panel can be provisioned as door
controller or as elevator controller. There are two editions of the software First Access
Express with 4-client concurrent connections, and First Access Advanced with 20-client
concurrent connections. Both versions support up to 450 controllers and 100,000 users.
The final door capacity is dependent on the number and type of controllers. If all MAP1s
are used and provisioned for 4 readers then the door count is 1800. If all MAP2Zs are used
and provisioned for 8 readers then the door count is 3600. If only MAPMINIs are used
then the door count is 450. The software also supports elevator control using MAP2
controller provisioned as elevator controller. The MAP2 controller can be provisioned as a
16-floor elevator controller. However, with the optional add-on H1000 panels the MAP2
controller can be provisioned to control 32 or 48 or a maximum of 64 floors. The
controllers support scheduled commands, triggers, timed anti-passback, local anti-passback,
zone anti-passback and double-swipe privilege. It also supports up to 64 bit Wiegand-output
reader technologies such as proximity, keypad, and biometric.

All programming changes and commands from the software are instantly transmitted to all
door controllers. The controller stores all cardholder data in non-volatile memory to
ensure continued operation and security in the event that communication to the host PC
is lost. Reader events are automatically transmitted to the PC in real time and stored on
the hard drive for viewing and report generation.

Key Features

e Up to 100,000 cardholder/user capacity

¢ Up to 1024 reader capacity

e Up to 10 First Access clients

e Controls up to 64-floor elevator

¢ Real time communications

e Programmable access profiles and holidays

¢ Built-in Ethernet port for software communication
e Automatic door unlock schedules

¢ Alarms for forced entry/door held open conditions
¢ Timed and local anti-passback

¢ Double-swipe privilege per user per door

e Optional input/output points

e Scheduled commands, customizer modules

e Triggers and counters

e Email notification

e Uses Microsoft SQL database
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First Access Application Overview

The First Access application comprises of three components: server, client and SQL
database. The server, client and SQL database typically run on the same computer.

o First Access Client: A graphical user interface (GUI) that you, one of the operators,
use to interact with just the First Access Server only.

o
O X[«

Tools Lagaut

s Laek @B

Fanels Resders Inputs Outpids EMad  Instruclions  Fier  Sar

Derices

Ensure that all First
Access services are

& i riorns running and SQL
Server service is
running in order for the
First Access client to

connect successfully.

o | First Access Server: Runs silently in the background as a Windows Service. It
communicates with other First Access services, the controllers, the SQL database
and at the same time interacts with the operators via the First Access Client.
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Typical First Access Configuration

The First Access server and client are installed on the same computer. The client

communicates locally with the server only and nothing else. See application overview.

Router MAPMINI

gem———
Blcensc |
ol
MAPMINI
! o o s
~__e
g

LAN | |

al

Qccess = -

FIRST ACCESS SERVER

10
10

192.168.1.5

The First Access server and client are installed on a dedicated computer. Additional clients
are installed on other computers or workstations. Those additional clients communicate

via the network interface with the server only and nothing else. See application overview.

Router
CLIENT 1 MA?EINI CLIENT 10
R =
LAN 192.1{58.1.10 [ 192.1438.1.16

MAP1 &

|
.
y

192.168.1.5

i

S =
irst
Qccess = =

FIRST ACCESS SERVER

Firewall must be
configured on the
server to allow
incoming TCP traffics
from the clients to
reach the server on
port 5005. Please
consult with your IT
personnel for firewall
configurations and IP
address or host name
of the server for the
clients to connect to

[7) Cansec

Systems Ltd.
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PC & Network Requirements

o All 64 bit versions of the following Windows Operating Systems: Windows 10, 11,
Windows Server 2008, 2012, 2016 and Windows 2019. All versions must have the
latest Windows Updates.

e See Microsoft’s web site for CPU, RAM and disk space requirements for the
aforementioned operating systems, and for SQL Server requirements:

e USB port and USB thumb drive
e Network cables, router
e Network adapter

Important: Microsoft SQL database must be backed
up regularly. See Appendix section for

more information.

Step 1. Software Installation

Important: If you require multiple computers, having First Access client installed, to manage the
system then consult with your I'T personnel to configure a firewall rule on the server
computer to allow incoming TCP traffic on port 5005 in order for the First Access
clients to communicate with the First Access server. Up to 2 clients are allowed for
First Access Express and up to 10 clients are allowed for First Access Advanced.

1. Log on to the computer with an administrative account.
2. Download First Access software from www.cansec.com/downloads.
3. Unzip and open the folder First Access.
4. Right click on autorun.exe and select Run as administrator.
Open
Mame
®) Run as administrator
AutoPlay Troubleshoot compatibility
{3 autorun.exe  pin g0 Start
E; User Account Control x>
5. When prompted’ select Yes to Do you want to allow this app from an unknown
. publisher to make changes to your PC?
continue.
Program name autorun.exe
Publisher: Unknown
File origin: Hard drive on this computer
Show details No
Change when these notifications appear
c First Access Page 7 of 103
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http://www.cansec.com/downloads

6. If you have purchased the advanced edition then select Install First Access Advanced.
Otherwise select Install First Access Express. When prompted select Next to continue.

m F!:rcgsts First Access® Software

Cutting edge simplicity® -

Install First Access Express
Install First Access Advanced
Install IP Configuration Tool
Install USB Drivers

View Documentation

Contact Cansec

e [ Cansec

Systems Ltd.

7. Read and accept the terms of the license agreement then select Next to continue. Select
Cancel otherwise.

First Access Express - InstallShield Wizard >

Licenze Agreement
Plzaze read the following licernse agreement carefully.

Cansec Software License Agreement -

ATTENTION:

PLEASE READ THIS DOCUMENT CAREFULLY BEFORE USING THE
ACCOMPANYING SOFTWARE ("THE PRODUCT"). THE INDIVIDUALS
OR ENTITIES INSTALLING, COPYIMNG, OR OTHERWISE USING THIS

PRODUCT (THE "EMD USER" or "BUYER". collectively "You") AGREE
TO BE BOUND BY THE TERMS OF THIS LICENSE. IF YOU DO NOT

AGREE, DO NOT INSTALL OR USE THE PRODUCT.

(®) | accept the terms of the license agreement Print

()1 do not accept the terms of the license agreement

InztallShield

< Back Cancel

8. Enter User Name and Company Name and select Next to continue.
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First Access Express - InstallShield Wizard

Customer Information

Fleaze enter your information.

Fleaze enter your name and the name of the company far which you wark.

User Hame:

|Cansec

Compaty Mame:

|Cansed

< Back Cancel

Enter Saftware Installation Key:

Note: Applicable to First
Access Advanced only.
Software key must be purchased
from a Cansec dealer.

9. Select the features you wish to install and click Next to continue.

[f you wish to install both server and client on the
same computer then select both options and click
Next to continue. This is a typical installation.

If you wish to manage the First Access system
from multiple computers then first install the
server and client on a dedicated computer. Next
use the same installation package to install clients
on other workstations but select just the Client
only. Consult with your IT Personnel to configure a
firewall rule on the server computer to allow incoming

TCP traffic on port 5005 in order for the First Access

clients to communicate with the First Access server.

First Access Express - InstallShield Wizard

Select Features
Select the features setup will install

597 qg you want to install, and desslect the features you do not want to instal
A—
Server

Client

Description

21.82 ME of space required on the C dive
837035.77 MB of space availabls on the C drive

<Back || Mew> | [ Cancel

First Access Express - InstallShield Wizard

Select Features

204 Client

Select the featues setup will install.

ou want ko install, and deselect the features you do not want to install,

T 1Server

Description

23.84 MB of space required on the C drive
123617.72 ME of space avalable on the C dive

< Back Cancel

First Access
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10. If SQL Express is not installed on this computer, you will be prompted to install it.
Select Next to continue. Important: SQL installation may fail if Windows Operating
System does not have the latest windows updates.

First Access Express - InstallShield Wizard *
Microsoft SOLExpress L ]
‘i Note: If you
‘ wish to use your

The Microzoft SOLE xpress product was not found on this system and iz a requirement for
databasze gtorage, If pou have not previouzly done zo, ingtall SOLE sprezs at thiz time

own SQL server

Install Microzoft SOLE «press elsewhe're then

unselect Install
Microsoft SQL
Express. Select
Next to skip
Microsoft SQL
Express.

¢ Back Cancel

11.Wait for the SQL Express Installation to complete.

A SOL Server 2014 Setup - o

Installation Progress

Install Setup Files
Installation Progress

Saving feature states.

Next > Cancel Help

12. After SQL installation has finished select Install to install First Access software, and at
the end of the process select Finish to complete the installation.
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First Access Express - InstallShield Wizard

Ready to Install the Program

The wizard iz ready to begin inztallation.

Click Inztall to beqin the installation.

If you want ta review or change any of your installation settings, click Back. Click Cancel to exit
the wizard.

=
< Back Cancel

13.Select the X button on the top right corner to exit the Auto Play Installation Package.

O

m FclxrcfsE First Access® Software

Step 2. Software Configuration

This section describes the initial steps to configure the First Access system. These steps are
typically done by the installation company or the system administrator.

. B First Access Advance M ———
1. Launch First . - Connection Stat

Launch FA Access View

Access software —
from the shortcut e
on the desktop e
or from the Start

Establishing a connection to the server, please wait...

Cancel

menu Of B it Y, [ Cperator Logon

Windows.

. Enter your User Mame and Password to continue

2 flype here to search
h— i

User Name

2. Use the default admin for both User Name

and Password to log on. You may be

Password

prompted to change the default password. o
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@

File Home Devices Accass Reports /

K E L5 D«

\ - *Delete
Properties /Tools Logout Update Queue H’v
System Operators y

& style @

Normally First Access Server and the First Access Client are installed on the same
computer so the default settings should be: IP Address 127.0.0.1 and Port 5005.

> | System Properties

Server i‘ he First Access server P address or host name

Enterthe First Access server TCP port number

Default

0

:e”' To enable mobile phone support, enter your assigned FA Connect AP Key
or leave this field empty to disable this service
DST

Display T

AD Import

Z*
AD Account
Service

(o

@ Available in First Access Advanced only

///’\\
ON-SITE
P f
A U0 gl Fanserver CANSEC
,f B (04 1| WITHREST API CLOUD .5\ necT SERVER 2
e (Y custi
” CusT #1 | KEY:17AH438B..
i KEY: 17AH438 Y 9 )i
ON-SITE / >>>>> s cusnzt
FAA SERVER \ ~> w KEY: 432£745.

_ *| WITHREST API

CUST #2
KEY: 432E745

CUST #N

ON-SITE e (] ey, 20EAE
FAA SERVER // e

WITH REST API

L7
el
N
CUSTEN y:
KEY: 224EATF.. \!‘/‘gf NOTE: KEYS ARE 16 DIGIT HEX

v

FA Connect APl Key or REST
API Key allows your First Access
Advanced Server to communicate
with the Cansec Connect Server
which facilitates the connection
between your First Access
Advanced Server and the Cansec
MSM app on your phone

First Access

E CO Nnscc Operator Guide

Systems Ltd.
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If a credential enroller is purchased and used, select the communication port
number to which it is connected. Otherwise skip this step.

Systemn Properties

Server Select enroller communications part

b

History

AD Impaort

AD Account
Sernvice

Qu ~

Cancel

Note: The communication port can be found in Windows’ Device Manager. See example below

showing COM2. Select None if no card enroller is used.

Credential Enroller Communication Port
(USB Cable) (USB Serial Port)
::- -EF Network adapters

1--"'? Port
G USB Serial Port (COM2
}-D Processors

First Access Page 13 of 103
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First Access is a real-time system. The events are constantly being recorded in the
Microsoft SQL Database stored on the computer’s hard drive. Use the slider to
select the duration, in months, the audit history is to be retained. Audit history
older than the specified number of months will be purged automatically.

System Properties x

Server Select the amount of audit history to store in months

Enroller

=
Histo

h “[I”H“”””H”“IH 3 month(z)
H
is

C

DS
I

= =

[w]

ate

@

Mai

©

Holidays

A

rn

o

AD Impaort

Fr.
e
AD Account
Service

Qu ™

Cancel

Daylight Saving Time may be required in certain region. Select the date and time
when daylight saving time starts and ends. Specify the minutes of adjustment.

Example: See image on next page

e DST starts on March 11, 2018 at 2AM and the clock on the control panel will
be turned forward 60 minutes.

e DST ends on November 4, 2018 at 2AM and the clock on the control panel
will be turned backward 60 minutes.

e All onboard schedules e.g. access schedules, unlock schedules etc... will be
changed accordingly by DST adjustment.
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Note: In addition to the DST
settings, the First Access
Server software uses the clock
from the computer to
automatically synchronize the
clocks of all the controllers.
The synchronization occurs
daily at 3:00 AM to ensure
that the clocks of all
controllers are updated
accordingly even if DST is not
configured on each panel.

Select desired display
format for the dates and
the user names

System Properties

AD Import

=

AD Account
Service

Q. ~

Enter the Date and Time for the start of daylight saving time

| 4f 1/2021 B | | 2:00:00 AM |5 |

Enter the Date and Time for the end of daylight saving time

|11,|’ 12021 B | | 2:00:00 AM -5

Enter the Minute adjustment (0 - 60) to be applied for the beginning (+) and end (-)
of day light saving time

60

System Properties

Server
Enroller
fz
um
History
D
0

T
7~ N\

isplay,

Q

’

EMail

=,

Holidays

O

AD Import

%
AD Account
Service

Q. ~

Select the display format for Dates
@ DD-MM-YY (Day, Month, Year)
) MM-DD-YY (Morth, Day, Year)

1 YY-MM-DD (Year, Morth, Day)

User Mame Display Format
@) Last Name, First Name

() First Name Last Name

Cancel

[7) Cansec

Systems Ltd.
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Email notification feature is available in First Access Advanced only. For email
setup, contact IT personnel or email administrator for required information to enter

in the email setup screen.

System Properties

Server Enter the SMTF Host Name
|

g

Enroller Encryption Type

E(Hg Mone

Enterthe SMTP Account User Name

D5t Enter the EMail From Address

EMail Diagnostics

AD Account
Service

Q. ~

SMTP Port Number
25

Enter the SMTF Password

@ EMailTest

Current SMTP Settings

SMTP Host Name

Encryption

SMTP Part

[More |

SMTP Account Name

[2

SMTP Account Password

Cancel

Alarm holiday schedules are

available in First Access

Advanced only. They are used to LG

\ 4

EMail From Address

Test Send To Address

e

|
Update

Test

System Properties

Server

g

determine when not to process ¢

alarms.

AD Import

<>
AD Account
Service

Q. ~

Holiday Set 1

Select the Holday Schedule Set the server uses for processing alams

e

There are 100 holiday sets available.
See Holiday Schedules section for
instructions on how to setup holiday
before selecting it. Holiday Set 1 is the
default selected holiday.

Cancel

[7) Cansec

Systems Ltd.
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Active Directory (AD) Import is available in First Access Advanced only. This
feature helps importing the name and other attributes of users from Active Directory
into First Access. All attributes must first be setup by the IT personnel. Active
Directory Attributes below could be obtained from IT personnel.

System Properties

All attributes must first be
setup up by IT personnel.

Cancel

Server Enter the Active Directory attribute for AD queries .
-| Sample user attributes
mai "
b James Weber Propetties EHE
=
Enroller Published Cerlificates I Member Of I Pazsword Replication I Dial-in | Obiject
First Access User Field AD Import Attribute Name S ecurity I Enwironment | Sessions I Remate control

Eh " General | Addiess I Account | Profile I Telephanes Jiganization
=(10) First Name givenMName Teminal Servicas Proffe. | COM+

IS Last Mame =n Abtributes:

ﬂ ) Attribute [ value ]
- Position title carLicense <ot set> i
DOsT cn James “weber I

b st
il Department department eaePage e
- . comment snat sety
Dates Extension telephoneMumber ——— e
controldccessHights <nat set>
Home Phone countyCode ]
dBCSPud <hot set>
. Cell Phane defaultClassSiore <not set>
EMail department Engineering I
License Plate departmenttumber <not set>
@ description CAMSEC-PCTT |
- desktopProfile <nat sel> -
Holidays Parking Lot # 4 | 'rl
mail|
Edit | Filter |
Ficlh3
{\‘} Field 10
AD Account Ok | Cancel Apply Help
Service
Qa ~
User Field Titles > Reports
Q= B dn
; ) ; ; = = ¥ Delete ¥ Delete
E Define the field names associated with user records i ol Edit Update
Field 1 Title Position Profiles _ Us
Field 2 Title Department
Field 3 Title: Extension . ]
User Fields can be defined from here
Field 4 Title Home Fhone /
Field 5 Title Cell Phone
Field 6 Title License Plate
Field 7 Title Parking Lot #
Field 8 Title Email
Field § Title |
Field 10 Title

[7) Cansec

Systems Ltd.
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Active Directory (AD) Account Service is available in First Access Advanced only.
This service queries AD for disabled accounts and void corresponding accounts in

First Access system.

System Properties

Server Active Directory Account Service Configuration

a The AD Account Service queres the Active Directory for disabled accounts and voids
= the associated First Access User automatically
Enroll

nreter [] Enable the Active Directory Account Service

b

@ Select the First Access user field which will be used for querying Active Directory
Histary
| Email v|

The Active Directory (AD) server
should be on the same LAN or
network with the First Access server.
The First Access server uses serverless
binding and RootDSE so there is no
need to specify where the AD server is.

Active Directory attribute for AD
queries must be entered for AD Import
button and input field to appear or
otherwise hidden

Enter the Active Directory attribute for AD queries

Cancel

mail

Notes:

o First Access software queries the AD server once every
hour for disabled accounts or users and automatically
disables those users from the First Access database and
from the control panels accordingly. If those users are re-
enabled from the AD they are not automatically enabled
from the First Access database or from the control panels.

User Definition

2

Lo
Identification
a=]
D

Dates

%

Access

Fields

=

Notes

n
[+

Privilege

jser Information

First Name

Last Name
Support

Keypad PIN Number (Card + PIN Mode)

00000000

Active Directory (AD) Import is
available in First Access Advanced Only.

support@cansec.com Import Photo

r oo [

e Only one way communication from the First Access software to the AD server. It does not
modify anything in the AD server but only monitors for disabled accounts.

o First Access does not automatically update the user fields associated with those attributes
if there are changes to those attributes. Use the AD Import button in the user definition

page to manually import the changes of the attributes.

First Access
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Active Directory (AD) Access Service is available in First Access Advanced only.
The First Access AD service has been enhanced to support re-programming of card
access based on AD attributes specifying location and job position. The AD Access
Service queries the Active Directory for user changes in location and position then
reassign the user access profile in First Access automatically.

—Enable this feature by checking the “Enable the Active Directory Access Service”
checkbox and enter the two AD attributes which specify the location and job
position in the AD schema. The location value will specify one or more location
codes or names as defined by the HR or the IT department. All attributes must first
be set up by IT personnel.

System Properties *
= =
Enroller
Active Directory Access Service Configuration Sample
H The AD Access Service gueries the Active Directory for user changes in location and :
@ position and reassigns the user access profile automatically attrlbUtes
History
> able the Active Directory Access Service Only. YOU.I' IT
- 2 D Location Aftibuis personnel
DsT extensionAttribute3 <«
- may use a
AD Position Attribute different
Dates extensionAttributed < .
= attribute
@
EMail Toronto Management Management
e Toronto Staff Staff
Mizziszauga Staff Staff
Holidays # (Ottawa Services | = Services
Management
|Ser\-'ices |
AD Import Staff
Fr
it
AD Account
Service
O
= < *
AD Access
Senvice New Miases Delete
oK Cancel

1. This table maps location and position values to a defined access profile. While
location values specify strings as they would appear in AD, the job position entry
specifies predefined aliases which serve as placeholders for a group of one or more
job position strings. The job position aliases are selected from the column entries
drop list. Finally the access profile associated with the two previous location and job
code values is selected from its column entry drop list.

First Access Page 19 of 103
conscc Operator Guide February 2024 * Rev. 2.9

Systems Ltd.



2. To create a new location select New and
enter location name. Assign desired
position and access profile to this
location. If there are multiple positions
at a location then repeat the same step
to create a new location sharing the

Location
Toronta
Toronta
Mississauga
Ottawa

4

Fosttion Frofile
Management Management
Staff Staff

Staff Staff

Services Services

Miases Delete

same location name then assign it with a different position and a corresponding

access profile.

3. To delete a location select a location and
select Delete

Location

Tororto

Torarto

Mississauga
+ Ottawa

Fosition Profile
Management Management
Staff Staff

Staff Staff
Senvices Services

',

Aliases

4. To add/modify/delete aliases select Aliases. Select New to create a new alias and
enter associated job codes. If necessary select an existing alias and select Delete to

delete it.
>
Enraller
L Active Directory Access Service Corfiguration
|::'G) The AD Access Service queries the Active Directory for user changes in location and
posttion and reassigns the user access profile automatically
History

[/ Enable the Active Directory Access Service

Alias Name

P W Maragement |

Services
Staff

Management
Job Position Code

MGMNT
ASPN1
WASP

New Delete Cancel

AD Access
Service

Mliases

Delste

Cancel

Enable the Active Directory Accourt Service

Select the First Access user field which will be used for querying Active Directary

| Email e

The alias name maps multiple HR
job position codes to a single alias
name. The job code value will
specify one of the predefined job
codes created by HR or IT

Ensure that an alias to be deleted is
not actively in use in the mapping
table. This will cause the table
column entry to be blank and the
table will not be saved

AD Access service periodically scans
the defined First Access user
database and queries the AD user
object by using the user defined
field e.g. Email in the AD Account
Service tab. If successful, the values
associated with the location and
position attributes are retrieved and
a look up is performed. If a match is
made the access profile of the user is
compared against the access profile
defined in the table. If they do not
match, the First Access user is
assigned the new access profile and
system updates the card access at

associated card readers.
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Step 3. Panel and Reader Definition

1. Select Devices->Manage->New.
Note: Scheduled Commands and Triggers are available in First Access Advanced only.

“ Home Access Ref
| _J “ Download a [:=j
4 = =

| % Restore Comms
[Manage! : Scheduled Triggers
- ©® set Time Commands

Controllers

A R
d Man 4l Add a new controller
i Dele

Add a new controller

2. Enter a name for the panel, e.g. First Panel. By default, all MAP panels are set to
obtain an IP address automatically. Select Dynamically Assigned IP Address and
select the MAC address associated with the panel. If you set a static IP address for
the panel (see Installation Guide for IP Address and Port B Corfigurtion -

MAP1 - 2 Doors, 4 AUX Inputs, 4 AUX Output] -

configuration) then select Statically Assigned 1P NPT~ DoorNo ALX Tnputs, o AUX Outoui

MAFMini - 0 Doors, 2 AUX Inputs, 2 ALY Outputs

Address or Host Name, and enter the [P Address or 7 :
MAP1 - 4 Doors, Mo ALlI.X Inputs, No .ﬁltU.X Outputs
the host name and the port number of the panel. NP1 -0 Doors, 3 AU Inputs, & ALY Qutputs

Select board configuration. The factory default MAP2 -6 Doors, 4 AUX Inputs, 4 ALX Ouuts

MAPF2 -8 Doars, Mo AU>§ Inputs, No AU?_( Outputs
configuration is 2 Doors. Optionally it can be upgraded =~ 182 o beors: 18 4% Inauts, 16 A% Outouts

via purchasing a provisioning file. Controller properties
will be shown when communication is established.

Controller Definition X
Controller Definition Controller Properties
bﬁ PLM Firmware Version
Main Panel 245
Reader
Definitions
IOM Firmware Version
. () Statically Assigned IP Address or Host Name YT
Input (@) Dynamically Assigned IP Address :
Reader Provision
Output TA =/ soo0 2
B3 2 MR
s Note: Auxiliary Input
MAP1 - 2 Doors, 4 AUX Inputs, 4 AUX Output] = and Output are
Holiday Schedule available in First
Holiday Set 1 - Access Advanced
Default port # 5000 only.
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1. Select Reader Definitions. Reader Id is auto-generated by selecting it. Note:

Reader with Id O is an undefined reader. Each reader has its own unique Id. Use the
drop-down arrow or the left and right arrows to get to the desired reader.

Controller Definition

Auto assigned by system.

IT Room

- _ Set to O to hide the Note:
Select Reader Definition from the Drop List Below ) A 1
reader e.g. hide unused uxiliary
Reader 1
reader Input and
i M i Output are

available in

nlock Duration ulti-Function Relay i
antt Unlock D Muti-F Rel First Access
L'_H.'," 7 : Alarm Shunt Advanced
Ou?put DHO Duration Reader / Key Pad Mode 1
&0 = Card Only only.
Pre-Alert Duration Facility Code for Keypad Card Id (0 - 255)
30 0 :
[7] Enable Pre-Alert System Schedule for FIN Bypass
[ RTE Device Present
[7] Enable All Cards Access Unlock Schedule Note’
[ 7] Disable Beeper on Scheduled Unlock | Mone . .
[ Exit Reader Present ST Avallable n
[ Disable Request To Exit Messages v amera F. A
[ 7] Disable Doar Contact Messages Mone N 1rst Access
[7] Disable Forced Entry Messages/Evey RTE Polaty ©) NO to NC ) NCto NO Advanced
Add—on Optlon Double Bump @) Unlock / Relock () Use as Trigger ’/v Only.
for First Access Advanced Options Defavls

Advanced only.

Cancel

2. Select an unlock duration, in seconds (60 seconds max.), for the door when a

valid credential is presented or when an exit button is pressed.
Select a DHO (Door Held Open) time (300 seconds max.) for the panel to wait
before activating the multi-function relay when the door is left open for too long.
This requires the door to have a door contact installed and the multi-function
relay configured as Door Held Open relay.
Select a pre-alert time for the reader to emit a warning tone when the door is left
open for too long before it initiates a constant reader beep. The pre-alert time is
greater than the unlock time but less than the DHO time.

Note: In the example image above, the Pre-Alert Duration is set to 30 seconds.
Enter a name for the reader, e.g. Front Door or IT Room.
Select the desired function to assign to the multi-function relay. This relay can be
assigned to only one of the following functions:
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Multi-Function Relay
Alarm Shunt =]
Mot Lised

Alarm Shunt

Door Held Open
Forced Entry

Door Operator
Handicap Operator
DHO or Forced Entry

/\
~ ™
Not Used This relay is not used at all.
Alarm Shunt This relay is used to shunt an alarm when an access granted

or an exit button event occurs. When used, this relay is
activated prior to the lock relay’s activation and deactivated
after the door contact is closed. If door contact is not used
then it’s deactivated when the lock is relocked.

Door Held Open This relay is used to activate another device (e.g. an external
light strobe or alarm) when the door is held open longer than
the pre-set time.

Forced Entry This relay is used to activate another device (e.g. an external
light strobe or alarm) when the door is forced open without a
valid credential or an exit button press.

Door Operator This relay is used to activate a door operator after an access-
granted or an exit button event occurs.
Handicap Operator This relay is used to activate a door operator only when a

valid credential, designated as handicap credential, is
presented at a reader. Exit button event also activates this
relay.

DHO or Forced Entry | This relay is used to activate another device (e.g. an external
light strobe or alarm) when the door is held open longer than
the preset time or when the door is forced open without a
valid credential or an exit button press.

7. Select an optional unlock schedule. There are 255 available unlock schedules.
The unlock schedule, when defined and used, allows the door to automatically
unlock and relock at pre-defined times. If not used, select None.

8. If using keypad select one of the available modes below.

Reader / Key Pad Mode 4-bit-burst keypad required. Preferably

— = Cansec tested keypads.
cadOnly

Card + PIN ili

e Syste‘m/ Faghty Code (between 0 and
Card +PIN or Keypad Card Id 255 inclusive) must be entered

whenever Keypad Card Id is involved.
Not required for Card Only mode or

System Code for Keypad Card Id (0 - 255)

0 - Card + PIN mode.
First Access Page 23 of 103
conscc Operator Guide February 2024 * Rev. 2.9

Systems Ltd.



Card Only

Only cards or card numbers entered as a PIN.

Card + PIN
r —)

4.bit bust programming card

Card presentation followed by PIN entered from
keypad. Optionally, select a system schedule you
have defined to bypass PIN requirement.

Reader / Key Pad Mode
Card + PIN

Facility Code for Keypad Card Id (0 - 255)
0

-

-

-

System Schedule for PIM Bypass

(For P-620 or P-640 keypad, use provided 4-
bit bust programming card to program the
keypad. See keypad manual for more info)

provided with Cansec P-620 or P-640 | Mane -
keypad
Card or Keypad Card 1d Card presentation or use keypad to enter card

number e.g. (asterisk) * card number #
(pound)

Card + PIN or Keypad Card

(For P-620 or P-640 keypad, use provided 4-

bit bust programming card to program the
keypad. See keypad manual for more info)

Id | Card presentation followed by PIN entered from

keypad or use keypad to enter card number e.g.
(asterisk) * card number # (pound)

9. Select optional features below.

Enable Pre-Alert Enable reader warning tone when the door is held open
longer than preset time.
Power Lock on RTE Activate the lock and shunt the door contact when RTE

(Request To Exit) button is pressed. If unselected, only
the door contact is shunted. This option allows the
installer to install an indoor motion sensor hooked up to
RTE to trigger a valid egress without generating a forced
entry when the door is opened from inside.

Enable First-Man-In Rule

If this rule is enabled, the door will not automatically
unlock (based on its selected unlock schedule) until the
first valid credential is presented at the reader. If no
unlock schedule is used then this option has no effect.

First Access Express:

When selected, the rule applies to all valid credentials

[] Enable First ban In Rule
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First Access Advanced:

Select ~ AdvancedOptions 1, <1 o4w “Enable First Man In

Rule” option. When selected, you have options to select a

predefined group of credentials the rule should apply to or

select none for the rule to apply to all valid credentials.
== New

5 =] ¥ Delete Use this option to create Card Group(s)

Card
Groups

[] Enable First Man In Rule
Restrict Operation by Selecting a Card Group of Permissable Credertials

MNone b

Enable All Cards Access Granting access to all cards (up to 64-bit) with or
without being registered in the system. This option should
be used with discretion and must be disabled when all
cards have been registered in the system.

Disable Beeper on The beeper of the reader normally beeps when the door is

Scheduled Unlock unlocked on a schedule. Howeuver, the beeper can be
disabled by selecting this option.

Exit Reader Present Indicates that there is an exit reader mounted on the

egress side of the door. This reader is wired up to the
same port of the entry reader mounted on the ingress side
of the door. See installation guide.

Disable Request To Exit

Disable request to exit messages from being displayed and

Messages recorded in the software.

Disable Door Contact Disable door contact messages from being displayed and

Messages recorded in the software.

Disable Forced Entry Disable forced entry messages from being displayed and

Messages/Events recorded in the software. Also disable the forced entry
event. Door open/close messages are shown instead.

RTE Device Present Check off if Request-To-Exit device is installed. If no

RET device is installed then the controller will not
monitor forced entry event but door open/close and door-
held-open events only.

Default Button

Reset all options above to default.
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10. RTE (Request To Exit) Polarity can be set to either Normally Open (NO to NC)
or Normally Close (NC to NO) depending on the configuration of the RTE

device.

11. Double Bump/Tap (Double Card Swipe) can be used to unlock/relock a door or
it can be used as a trigger.

L)

Identification

Unlock Privileges
Assign unlock privileges to allow a card holderto

. . =) door by "double bump” presentation of their crede
e Unlock/Relock: Performs just one function €23 ' o
. . . D Id Name
Wthh 1S tOgghng the 10Cko — Main Front Entry
. 20002 Front Stair Entry
e Used as Trigger: Performs one of the o o oo e o b
1 1 o E- LY -1 Gar i
functions other than just unlock/relock. See Vg - gl Ty
T L cocke.
Trigger section for more information. i jm0ll  Bl2swrage Loder
'rh ~2W0012 B2-4 Storage Locker
Privilege Cd Resst
12. Advanced options are available in First Access
A
Advanced only.
X X Unlock Schedule
Advanced Configuration
M-F (SAM-5PM)
Anti-Passback CCTV / DVR Camera
@) Disable APB 01:01 Side Door
() Enable Timed APB RTE Polarty @ NO to NC (C) NCto NO
Enter APB Time in Mintes (2to 60) Doukle B ) Lok / Aeock[S Use o Toger| —
(") Enable Zone Based APB
Enter Readers Member Zone (110 8 Enter Reader's To Zone (110 8
1er ea‘ers ember Zone (1to 8) 1er eaAers o Zone (1to 8) Used as Trigger requires Unlock
z = Privileges to be set for certain cardholders
Ermbls uit APH o that need it e.g. Management Staff.

Door Interfock
(@ Disable Door Intedock
(") Enable Door Interdock

Enter Reader's Intedock Zone (1to 8)

1]

First Man In
[T] Enable First Man In Rule
Restrict Operation by Selecting a Card Group of Pemmissable Credentials

e

None

13. Select one of the options below for each individual reader.

Disable APB APB is not enforced on this reader.
Enable Timed APB Once a credential is used at this reader, it can be re-used
at this reader only after the APB time, in minutes (2 to

60), has elapsed.
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Enable Zone Based APB

Reader 1
The same
controller for

Reader 2

all readers

Zone | ¢——— Zone?

Zonel o 4 Zonel

Reader 3 Reader 4

In this example, credential accessed
any zone 1 reader may access any
zone 2 reader. Similarly, credential
accessed at any zone 2 reader may
access any zone 1 reader.

If a door has an entry reader and
an exit reader, the exit reader will
be automatically assigned a zone
ID one higher than the entry
reader e.g. if the entry reader is
assigned zone 1 then exit reader
will be assigned zone 2 etc...
Example below shows that
credential entered at either entry
reader of front or back door will be
able to exit at any exit reader of
front or back door.

Same controller

Eront Door Exit Reader

0 &« Zone?
a
I \ Entry Reader

Zone 1

B-aCk qur Exit Reader
4 Zone 2

L ¥~_Entry Reader

Zone 1

Important. Only readers on the same controller can be
grouped into Zones where each member reader has the
same zone 1D. Grouping readers from different controllers
is not supported.

When zone based APB is enabled on a reader, any valid
credential, when presented at that reader will be recorded
as being in the “to zone”. See example below.

Reader 1: Zone 1 to 2
i@ Enable Zone Based APE

Enter Reader’s Member Zone (1 to 8) Enter Reader’s To Zone (1to 8)
1 = 2 -

Valid credentials presented at reader 1 will be assigned to
zone 2, and those credentials can only be used at any
member reader of zone 2 or reader that has APB disabled.

Reader 2: Zone 2 to 1
i@ Enable Zone Based APB

Enter Reader's Member Zone (1to 8)
> 2 : 1

Enter Reader's To Zone (1to 8)

-

Valid credentials presented at reader 2 will be assigned to

zone 1 and those credentials can only be used at any
member reader of zone 1 or reader that has APB disabled.

Reader 3: Zone 2 to 1
i@ Enable Zone Based APB

Enter Reader's Member Zone (1to 8)
[ 2 - 1

Enter Reader's To Zone (1to 8)

-

In this example, credential
accessed any zone 1 reader may
access any zone 2 reader.
Similarly, credential accessed at
any zone 2 reader may access
any zone 1 reader.

Reader 2 and reader 3 have the same member zone ID.
Valid credentials presented at reader 2 or reader 3 will be
assigned to zone 1, and those credentials can only be used
at any member reader of zone 1 or reader that has APB
disabled.

Reader 4: Zone 1 to 2
(© Enable Zone Based APE

Enter Reader's Member Zone (1 to 8) Enter Reader's To Zone (1to 8)
1 = 2 -

- -

Reader 1 and reader 4 have the same member zone ID.
Valid credentials presented at reader 1 or reader 4 will be
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If there is only one door
having entry and exit
readers participating in
zone anti-passback then
the member and the enter
zone must all be set to the
same ID. ID cannot be re-
used for other zones.

0 “ Exit Reader Zone 1

a
Entry Reader Zone 1

assigned to zone 2, and those credentials can only be used
at any member reader of zone 2 or reader that has APB
disabled

Reader 1: Zone 1 to 1 (or 2 to 2 or 3 to 3 etc...)
i@ Enable Zone Based APB

Enter Reader's Member Zone (1 to 8) Enter Reader's To Zone (1to 8)
1 “ > |1

Just one reader X (X=1, 2, 3 or 4) has entry and exit
readers participating in Zone anti-passback. Valid

credentials presented at the entry reader will be assigned to
exit reader’s zone, and those credentials can only be used
only at that exit reader or reader that has APB disabled.

Enable Soft APB Mode

Applicable to Zone Based APB only. When soft APB
mode is enabled, the controller will grant access to that
reader for any valid credential, even if it fails zone
verification. However, an event will be recorded indicating
that the credential has failed anti-passback verification.

Disable Door Interlock

Door interlock is not enforced on this reader.

Enable Door Interlock

Enforce door interlock on this reader. When enabled,
readers that have the same value (1 to 8) assigned will
participate in door interlock. Example, if reader A and
reader B have value 1 assigned to them then when reader
A’s door is open, or when reader A’s lock is energized then
reader B will not grant access to any credential until
reader A’s lock is de-energized and reader A’s door is
closed. The same logic applies to reader B. Optionally
more than 2 readers can participate in the same or
different door interlock zones e.g. readers A, B, C have
value 1 assigned or A, B have value 1 assigned and C, D
have value 2 assigned etc..

14. When advanced options have been selected and configured then Click OK to

save settings or click Cancel to ignore all settings.

15. To reset Timed or Zone Based APB for all users at a certain reader, double click

the desired reader displayed in the device panel.

[7) Cansec

Systems Ltd.

First Access
Operator Guide

Page 28 of 103
February 2024 * Rev. 2.9




Devices 3 x

ﬁ IT Room

™ R
g 0 Main Entrance

16. Click Reset APB. This will
clear APB for all users at this
reader.

Reader Status

a (D001) IT Room

== Controller W«*dr\ess 10.0.0.51:5000
[' Curent Door Status n Cument Alam Status

[[] Unlocked Tamper
- = " -
Lock Out | Lock Ot 0ff ((Reset APB @

/ e

ot
=

Unlock | Momentary | Felock

17.To reconfigure the reader, click Configure. Click Exit when done.

Note: To reset Timed or Zone Based APB for an individual user who got access denied due
to APB at a reader, right click on the event or the user name in the Event View and

reset Anti-Passback for that user.

|Deer: ~

Time Date Event

11:12:23
11:12:38

30-09-22 Operator Login
30-09-22 IACCESS Denied Local Anti-Passback I

Name

admin
Weber, James

Edit User Record Information

| Reset Anti-Passback for this user |

Note: Auxiliary Input and Output are
available in First Access Advanced only.

If the panel is provisioned with 2 doors then there are 4 auxiliary inputs available
for use. If the panel is provisioned with 4 doors then there are no auxiliary inputs

available for use.

1. Select Input icon from the
left panel.

2. From the right panel,
select an available input
point from the drop list.

3. Use system-assigned ID or
manually enter an un-
assigned ID e.g. 1, 2 or 3
etc... for this input point.
Each input point has a
unique ID.

—— Advanced only.

Controller Definition

=

Controller

Input5
>

Reader
Definitions
~
1]

@ MNomally Open Mone

Select Input Definition from the Drop List Below

Shunt Schedule

Cutput

() Nomally Closed
> CCTV # DVR Camera

Note: Add-on option None
for First Access

Caneel

4. Enter an appropriate name for the input point e.g. Panic Button.

¥,

. Select a type for the input point e.g. Normally Open or Normally Closed.

[7) Cansec

Systems Ltd.

First Access
Operator Guide

Page 29 of 103
February 2024 * Rev. 2.9




6. Optionally, select a defined shunt schedule to shunt the input event from being
processed. A shunt schedule must be manually defined. A shunt schedule can be
used to ignore or to process input events at different times. Otherwise select
None for events to be processed at all times.

Similar to input point configuration, if the panel is provisioned with 2 doors then
there are 4 auxiliary outputs available for use. If the panel is provisioned with 4
doors then there are no auxiliary outputs available for use.

1. Select Output icon from the left panel.

Controller Definition *
_.'J Note:
Controller Select Output Definition from the Drop List Below .
Auxiliary
> @ S Input and
R_ea_d_er p
Definitions Output are
® ° available in
Input
o) First Access
M .
@ = Advanced
_—W CCTV / DVR Camera Only
Note: Add-on option Nane .
for First Access
Advanced ODlV. Cancel

2. From the right panel, select an available output point from the drop list.

3. Use system-assigned ID or manually enter an un-assigned ID e.g. 1, 2 or 3 etc...
for this output point. Each output point has a unique ID.

4. Enter an appropriate name for the output point e.g. Alarm Horn.

5. Optionally select a defined output schedule to automatically activate the output
point. Output schedules must be defined by the operator before they can be
selected. An output can be used to activate or deactivate a device based on a
schedule. Otherwise, select None if no schedule is assigned.
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EDIT AND DELETE PANEL

1. To edit a panel select Devices->Manage, or select Devices->Delete to delete a

panel.

File Home Access

Commands
Controllers

Scheduled -

i =

Panel 1 Panel 2

2. Select a panel and click OK.

READER STATUS

Devices Access Video

Reports

C
o
o
1]

OK Cancel

— ¥ Download a |;=3 - n nae [a] s & Duration (Set) ' Q % Duration (Se
ojo]3]
%" Restore Comms | = Z — — — | o o . 1 = 1 =
Manage X Scheduled Triggers Counters | Unlock Momentary Relock | Lockout Lockout | Remove Shunt Temp Off an Temp
T @ et Time Commands = = Off Shunt Shunt on
Controllers | Readers | Inputs | Outputs
Devices nx [ Events x l
E. a Main Entrance Time Date Event Mame EBit Count Credential Operator
ra) 14:46:36  31-10-20 Operator Login admin
14:58:37  31-10-20 Controller Connection Established
r
. Reader Status
Click on a reader to
view its status. Status T I
o . . Controller Main Panel at Address 10.0.0.51:5000
notifications will be
indicated by a check , )
k h [ Cument Door Status n Cument Alam Status Avallable n
mark 1n the .
[ Unlocked B First Access
appropriate box. [ Dual Custody [ Foroed Entry Advanced
[ Lock Out [DoorHeldOpen | Ony.
[1] Door Contact Open [] Communication Failure

Unlock | Momentary | Relock

Lock Out || Lock Out Off | | Reset APB

Corfigure
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" Download

%" Restore Comms
Manage

- (® setTime

Controlle

Scheduled
» Scheduled Commands commands

Access

Reports Video
o N Nne® ™
¥ @ O O @

Counters | Unlock Momentary Relock | Lockout Lockout
= - Off

Readers

Note: Schedule Commands are available in
First Access Advanced only.

Scheduled commands are used to command locks, input point and output point
based on a schedule that is different from the weekly schedule.

Scheduled Commands

[S=X)

I_J Scheduled commands for controller First Panel

When
a Once a week on Wednesday at 11:30

a Once a month on the 1st at 14:00

Command Device Exel

Door Temp Unlodk IT Room No

Input Temp Shunt Panic Button Mo

Note: Schedule Commands are available in
First Access Advanced only.

Note: Only 200
Schedule

Commands are

' available per

[7) Cansec

4| 1
Select command type panel’
(@) Card Reader ) Input Paint () Qutput Point
Command Cccurance Enter When
Command Duration
QoD
Device
< IT Room ) v]
S ———————
N
New @ ‘ Cancel
1. Click Scheduled Commands and click New
2. Select a desired reader
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3. Select a command type

Select command type

©' Card Reader ) Input Poirt “) Qutput Pairt
4. Select Command Occurrence. — Z&fowr
Once a Month

Manday to Friday
Saturday and Sunday
Once Only

From -To

5. Enter the day and time when the command will occur and select if it should be
executed on a holiday.

Command Occurance Enter When

From - To ~ 6/ 1/2017 = to &/ 1/2017 = &t 2:52:29pPM = [ || Execute on Holiday

-

6. Select the command that should be applied to the device

Commands for Reader Commands for input

— %®  Dyration (maximum
Relod Remove Shunt 0 = valueis 1000 seconds)
o aPE Commands for output is applicable only to
Reset Local APB _ Duration Input Temp Shunt and
oo 0 = Output On Temp
Unlock Unlock the lock. The lock remains unlocked.
Temp Unlock Temporary unlock the lock and relock after the unlock time has
expired.
Relock Relock the lock.
Lockout On Disable the card reader. Card reader flashes red and green. Only
credentials with lockout-bypass exemption will be granted access.
Lockout Off Enable the card reader and remove it from the lockout state.

Input Shunt

Input events from the input point will not be processed at all.

Input Temp Shunt

Temporarily suspend processing of input events from this input
point until the duration has expired.

Remove Shunt

Disable shunt and resume processing input point events normally.

Output On Activate the output point.
Output On Temp Temporarily activate the output point for the configured duration.
Output Off Deactivate the output point.

7. Click OK to save settings.
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';E:l Note: Triggers and Counters are available in First
Triggers| Access Advanced only.

» Controller Triggers

Programmable controller triggers (maximum 200 triggers per panel) are used to respond
to events that happen within a particular panel but not globally across multiple
panels. For example, a trigger can be programmed to turn a light on, among other
things, when access is granted at a particular door. It accomodates built-in delay
timer, card group, execution schedule.

Controller Triggers X
Event Device Group Id Command Device -~
EE; Input Closed Panic Button 1} Cutput On Alarm Horn
EEJ Input Clozed Panic Button a Cutput On Loading Dock

i | . .
/ / syt On / ~n Gate | L
"=_; Input Close._ _uckout Off . Mow.
KEJ Input Closed Lockout Off i} Reader Lockout Off IT Room
KEJ Input Open Lockout Off i} Reader Lockout Off Main Entrance
E=_ Tomems ib lnmmd L el o P P TON P P - T = ey n [ T P P P BlAmiom o mmmm e’
a4 il »
Mew Delete 22 of 200 Triggers

Event Information

Event Device Card Group

Command Information

Command Delay Duration (Secs)  Command Duration Device Schedule

i} - o - -
v v .

Reader Unlodk - Device Devices Access Rep
Reader Relock
Reader Momentary IT Room (-] _—
Output On
Output OFF _ ) -
Output Momentary Main Entrance . -
Reader Tamper On * [ QOutput System Holidays

Reader Tamper Off Devi

Panel Tamper Open evice h
Panel Tamper Closed :

Door Pre-Alert Panic Button 1 =

== New == New
Door Held Open i
E x Delete a x Delete

Input Shunt 5 Lockout OfF
Input Shunt Remove i Main Entrance Unlock/Relodk Button Update : peoiue
h Fields
e Output onfof B
Reader Lockout OFff Users
Input Open
Input Closed :
Door Open Event Information:
Door Closed s . ,
RTEPressed When an event occurs from a certain device, a desired command
clease
pressedoiaiy may be selected in the Command Information section to trigger
Access Granted Exit s . s .
pecsss Demed Ext another action on a different device. For example, when access is
ST osed .| | granted at the Main Entrance, open the Parking Gate and activate
the Loading Dock. Other event can be double bump etc...
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Command Information:

Select a command to be performed on another device when an event from a certain device occurs.
The delay time can be optionally set before the command is executed. The system schedule must be
used to schedule the command or otherwise the command will not be executed.

Command Information

Command Delay Duration (Secs)  Command Duration Device Schedule

0 ~1o
Reader Unlock
Reader Relock
Reader Momentary Cancel
Output On
QOutput Off

Qutput Momentary
Input Shunt

Input Shunt Remove
Input Shunt Momentary

Reader Lockout On
Reader Lockout Off
Reader Lock Toggle
Output Activate Toggle
Reader Lockout Togale
Input Shunt Toggle
Counter Increment
Counter Decrement
Counter Add

Counter Subtract
Counter Set

Reader Unlock Unlock reader

Reader Relock Relock reader

Reader Momentary Unlock reader momentarily
Output On Activate output

Output Off Deactivate output

Output Momentary Activate output momentarily

Input Shunt

Shunt or deactivate input

Input Shunt Remove

Remove input from being shunted

Input Shunt Momentary

Momentarily remove input from being shunted

Reader Lockout On Lock out or lock down reader.

Reader Lockout Off Remove reader from being locked out

Reader Lock Toggle Toggle the lock from locked to unlocked or vice versa
Output Activate Toggle | Toggle the output from ON to OFF or vice versa

Reader Lockout Toggle Toggle the reader lock out from ON to OFF or vice versa
Input Shunt Toggle Toggle the input from shunted to un-shunted or vice versa

Counter Increment

Increment the counter by 1.

Counter Decrement

Decrement the counter by 1.

Counter Add

Add counter with a number predetermined by the user

Counter Subtract

Subtract counter with a number predetermined by the user

Counter Set

Set counter to a specific value predetermined by the user
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In the example below, there is only one panel named Main Panel. However, in some
situations there could be many panels. We will implement a trigger on this Main Panel
such that when the Main Entrance is momentarily unlocked, the panel will delay for 3
seconds then activates an output point connected to a Parking Gate for 10 seconds.

1. From the top menu select Access then select System

2. Select one of the available schedule and name it Triggers or some other name

Schedule Editor *
® Mame
Triggers
Triggers - Week Day Start Time End Time A
O:  scresie: Monto Fri 8:30 AM 6:00 FM
e | None 12:00 AM 12:00 AM
©:  scecuies = None 12:00 AM 12:00 AM
None 12:00 AM 12:00 AM
©+  screaes None 12:00 AM 12:00 AM
®©s  scectiess e 12:00 AM 1200 AM
O¢  soeies None 12:00 AM 12:00 AM
None 12:00 AM 12:00 AM
®7  scedier None 12:00 AM 12:00 AM
©:  scredies None 12:00 AM 12:00 AM
None 12:00 AM 12:00 AM
@9 Schedule 9 Mone 12:00 AM 12:00 AM
On  scrediie 0 None 12:00 AM 12:00 AM
None 12:00 AM 12:00 AM
®“ Schedule 11 None 12:00 AM 1200 AM
®12 Schedule 12 None 12:00 AM 12:00 AM
None 12:00 AM 12:00 AM
@13 Schedule 13 None 12:00 AM 12:00 AM
@14 Schedule 14 None 12:00 AM 12:00 AM
None 12:00 AM 12:00 AM
O sceasess > Nane 12:00 AM 12:00 AM v
1' Cancel Mone
Sunday
Monday
: : : Tuesda
3. Set the execution time from Monday to Friday between 8:30 | e
Wednesday
AM and 6:00 PM Thursday
Friday
Saturday
Note: Other options are available for Week Day as seen below Holiday
Man to Fri
Sun to Sat

‘)

Triggers

o

Select from the top menu
Select Main Panel from the list to have triggers implemented on.
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OK Cancel

6. Click New to add a new trigger. pelse

7. Select or highlight the newly added trigger normally found at the bottom of the list.

% Reader Unlock IT Room 255 Reader Relodk IT Room
-l

4 il »

New Delete 23 of 200 Triggers

8. Select Reader Momentary from Event drop-down list and select Main Entrance from
the Device drop-down list. Other events may be used e.g. ouble fump Event

Event Device

Reader Momentary ~7 Main Entrance ~

9. Under Command Delay, enter 3. Under Command select Output Momentary. For
Duration enter 10. Under Device select Parking Gate and under Schedule select
Triggers which is the schedule we have previously defined.

Command Information

Command Delay Duration (Secs)  Command Duration Device Schedule

3 Output Momentary ~ ||| 10 Parking Gate " Triggers "

10. Click New to add additional triggers or click OK to finish. New added triggers will
be downloaded to the panel automatically.
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» Customizer Module Triggers

Customizer Module Triggers (maximum 200 triggers per server) are similar to controller
triggers except that they can be used to respond to events that happen to a single or
multiple panels. For example, when access is granted at a particular panel, the
customizer module trigger can be used to perform actions not only on that particular
panel but also on other remote panels. These actions are achieved by means of
customizer modules written using FA Customizer Toolkit. Download and view FA
Customizer Toolkit Guide from Cansec website for more information.

E H®-- simple.fas - Customizer Toolkit - [m] x
Home A Style ~ e
S cut [} Select Al Entry Gate = Alarm Switch * Light - + 3 ’ | Output
- Copy i Find & Insert Reader Id @ Insert Input Id # Insert Output Id i | Status Bar
Server Paste Build Deploy Execute
Erase 3 Replace
Setup Clipboard Editing Build Window
1 ;This is a comment -
2 Unlock(2)]
3 Wait (10)
4 Relock(2) .
Build started -
7 lines processed, no emors
Build successful
-
4 »

Output 1
Online .

Example: An input point on a certain panel when closed will cause the reader with
id #2 to unlock for 10 second then relock.

Note: Each reader has its own unique id and readers can be on the same or different panels.
Each panel also has its own unique MAC address and IP address making it easier for
the server triggers to indentify and send instructions to the exact panel and exact reader.

1. From Devices menu, select Triggers and select FA Server.

Access Reports Video

sad a C=3 o n ne® (a) Duration (Sec)
ol (==
s = O O O - . .
&, Trigger:

Schedule ounters | Unlock Momentary Relock | Lockout Lockout | Remove Shunt Temp o
€ Commands v v Off Shunt Shunt
Controllers Readers Inputs

=1

L
—1d @ (H
nce Main Panel FA Server

- e e e o

[=]

r
o
o
11

Cancel
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Select an event, in this case Input Closed, and select which panel or device the

input point is located from. Select which customizer module to run and which
schedule to follow

Customizer Module Triggers x
Event Device Group 1d Module
':Ea Controller Restart Main Panel 0 Lockout-Chedk-Reboat
I:E; Input Closed Alarm Switch 0 Lockdown-On. App
':E; Input Open Alarm Switch 0 Lockdown-Off.App
':E;Access Granted Entry Gate 0 Card_DoW.App
4 3
New Delete
Event Ir
Event Device Card Group
Input Closed x Alarm Switch - Mone
Command Inf
Module Schedule
Lockdown-On.App = 24f7 -

> Customizer Module Execution

Each Customizer Module, once created, compiled and deployed, can be manually
selected and executed.

Devices Jideo
a{ B € <)) oAcknowIedge — y DE . Device View D’L
& €3 Clear All Alarms ‘i [V status Bar [
5 Tools Logout | Up Panei. 21 Secroll \Execute, . AlmOnenel2a
System ’ ’ cvents Applet: Windaot.
£ L
)
Main Entrance £ Event € Bt cimple. App Test.App £
) "-22  Operator Login
Exit Gate ’ 22  Operator Login ’ /
Input 1 / / /
Q Q q QK Cancel
A A 2

Controller Counters

There are 40 counters available per controller.
Each counter can be used for different purposes.
For example, a counter can be used to count the
numbers of cars entering and exiting a parking lot,
and when a threshold is met it automatically

Reports v

Access

as

(™}
Scheduled Triggers
Commands

Comms
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activates an output hooked up to digital signage to display the occupancy status of

the parking lot.

Example:

When a car enters the entry gate, the controller increments the counter by 1. If

the counter reaches the threshold, the controller activates an output point hooked
up to a digital signage to show the lot is full and at the same time lockouts the

entry gate.

When a car exits the exit gate, the controller decrements the counter by 1. If the

counter reaches below the threshold, the controller deactivates the output point
to turn off the digital signage and at the same time remove the lockout for the

entry gate.

In this example we use Counter 1 but you may use other counters

f
Unlow.

@) il

Duration [Sec) ' Q
‘ﬁ 1 =

Temp Off On
At
Lodts

X

Cancel

e

. View and set counter 1 of the Main Panel to a desired starting value e.g. O etc...

—p Select Counter

Counter 1 [~]
N

Counter 2
Counter 3
Counter 4
rCounter 5
Counter &
Counter 7
Counter 8
Counter 9
Counter 10
Counter 11
Counter 12
Counter 13
Counter 14
Counter 15
Counter 16

Counters

Select Counter
Counter 1

Value

= 0 Refresh

Apply

2. Create triggers

-t Temp
Shunt

Inputs

Duration [Sec)
olo|5 / & '
o Q e

Counter 17
Counter 13
Counter 19
Counter 20
Counter 21
Counter 22
Counter 23
Counter 24
Counter 25
Counter 26
Counter 27
Counter 23
Counter 29
Counter 30

Of

¢

Cancel
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3. Select New to create a new trigger

Controller Triggers

Event Device Group Id Command Device

4 il 4

Delete 0 of 200 Triggers

Event Information
Event Device Card Group Value

Command Information

Command Delay Duration {Secs)  Command Duration Device Schedule

0 = |(0

Cancel

4. Select the new added trigger and change the event to Access Granted and change
the appropriate device, command, counter and schedule as seen below. If the
selected system schedule is not defined then the trigger will not be executed.

Caontroller Triggers *
Event Device Group Id Command Device
Entry Gate 255 Reader Relodk Entry Gate
1 M »
Hew Delete Increment “counter 1” when a car enters entry gate L

Event Inforation
Event
Access Granted E Entry Gate = Mone

Device Card Group Walue

Command Information

Command Delay Duration (Secs)  Command Walue Device Schedule

0 Counter Increment -0

Ny 7

5. Select New again to create a new trigger. Change event to Access Granted and
change the appropriate device, command, counter and schedule as seen below. If
the selected system schedule is not defined then the trigger will not be executed.
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Controller Triggers

Event

EEJ Access Granted
EEJ Reader Unlock

Event Informdtion

Event

Access Granted

Command Information

Command Delay Duration (Secs)

0

Device Group Id
Entry Gate a
Entry Gate 255

Command
Counter Increment

Reader Relock

Decrement “counter 1” when a car exits exit gate

Device

Command Value Device

Counter Decrement ([0

Card Group

MNaorie

Schedule

Device
Counter 1

Entry Gate

2 of 200 Triggers

Value

Caneel

6. Select New again to create a new trigger. Change event to Counter Equal and
change the appropriate device, command, counter and schedule as seen below. If
the selected system schedule is not defined then the trigger will not be executed.

Controller Triggers *
Event Device Group Id Command Device
EEJ Access Granted Entry Gate 0 Counter Increment Counter 1
KEJ Access Granted Exit Gate a Counter Decrement Counter 1
KEJ Reader Unlodk Entry Gate 255 Reader Relock Entry Gate
1} 4
Delete . « ” 3 of 200 Triggers
Activate “Output One” when counter 1 reaches 5
Event Informatfon
Event Device Card Group Value

Counter Equal

Command Information

Duration Device

Output One

Schedule

Command Delay Duration (Secs)  Command

1] Qutput On || 0

In this example, if Output One is hooked up to a digital signage then it will be
activated when counter 1 reaches 5.

7. Select New again to create a new trigger. Change event to Counter Equal and
change the appropriate device, command, counter and schedule as seen below. If
the selected system schedule is not defined then the trigger will not be executed.
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Controller Triggers

Event

EEJ Access Granted
EE;' Access Granted
EE;' Counter Equal
EEJ Reader Unlodk

Event Informption

Event

Counter Equal

s
Device Group Id Command Device
Entry Gate a Counter Increment Counter 1
Exit Gate 0 Counter Decrement Counter 1
Counter 1 a Output On Output One
Entry Gate 255 Reader Relodk Entry Gate
1l .4
4 of 200 Triggers
« ”
Lockout “Entry Gate” when counter 1 reaches 5
Walue

i Card Group
- Counter & one

Command Information

Command Delay Duration

The delay must be set to equal to the unlock time of the gate to allow
the car enough time to enter the gate before locking it out

( Reader Lockout On ) - ||| 0 < Entry Gate ) (' 247 ,

Cancel

8. Select New again to create a new trigger. Change event to Counter Less Than
and change the appropriate device, command, counter and schedule as seen

below. If the selected system schedule is not defined then the trigger will not be

executed.

Controller Triggers

Event

EEJ Access Granted
EEJ Access Granted
EE;' Counter Equal
EEJ Counter Equal
EE;' Reader Unlock

New Delete

Event Informption

Counter Less Than

Command Information

Command Delay Duration (Secs)

0

X

Device Group Id Command Device
Entry Gate a Counter Increment Counter 1
Exit Gate 1] Counter Decrement Counter 1
Counter 1 1] Qutput On Qutput One
Counter 1 0 Reader Lockout On Entry Gate
Entry Gate 255 Reader Relock Entry Gate

11} »

5 of 200 Triggers

Remove Lockout “Entry Gate” when counter 1 is less than 5

Device Card Group

Command Duration Device
Reader Lockout Off ~ ||| 0 Entry Gate

Valus

Siiedule

Cancel

9. Select New again to create a new trigger. Change event to Counter Less Than
and change the appropriate device, command, counter and schedule as seen
below. If the selected system schedule is not defined then the trigger will not be

executed.
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Controller Triggers X
Event Device Group Id Command Device
I:EJ Access Granted Entry Gate a Counter Increment Counter 1
I:Ea Access Granted Exit Gate 1] Counter Decrement Counter 1
KEJ Counter Equal Counter 1 0 Output On Output One
':E;' Counter Equal Counter 1 0 Reader Lockout On Entry Gate
I:EJ Counter Less Than Counter 1 i} Reader Lockout Off Entry Gate
I:EJ Reader Unlock Entry Gate 255 Reader Relock Entry Gate
1 il »
M Del . . 6 of 200 Tri
i - Deactivate “Output One” when counter 1 is less than 5 e
Event Infom}ation
Device Card Group Walue
(| Counter Less Than ~ None
Command Information
Command Delay Duration (Secs)  Command Duration Device Schedule
o[ s
10. Click OK to finish.
» Customizer Module
@ E (-) TE simple.fas - Customizer Toolkit / = o b
Counters = ) ~ sty - @
— Cut I;SelectAll Main Entrance J /| utput
== Copy = i Find & Insert Reader Id rd i .{} ’ ~| Status Bar
. Server Paste Compile Deploy Execute
There are 100 customizer Erase | ZhcReplace y e
. Setup Clipboard b, Build Window
module counters available T This is a comment ¥ n
: : 2 set 0) y
in the First Access server. 3 Wil €1 5) )
These counters work the 4 Activate (1) ) :
. P ,
same way as the controller y
. 4 4 4
counters do but they reside

Qutput 1
Online

controllers or panels. The customizer module counters are generally used in a

& Duration (Sed ' {
1 -
Off a

in the server not in the

customizer module. Download and view

FA Customizer Toolkit Guide from Cansec

N

n e
O O ¢

[7) Cansec

Unlock Momentary R Iemp

website for more information. ’ € o=
j Cu:t:.rmzerModu\eCounters I x
The value of each counter can be viewed | 1.oro N -
or set accordingly and can be monitored o — =
when used by a customizer module that so
has been run. 2 oK Cancel
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‘annlnad
» Download “ o

Changes are automatically downloaded and saved to $ Download

. . . %" Restore Comms
online panels. However, changes made while a panel is Manage

, - (© setTime
offline must be manually downloaded to have them
applied.

1. Click Download
2. Select panel(s) and click OK

» Restore Comms = Restore Comms

Restore Comms Provide an immediate attempt to restore communication to offline
panels without waiting for an automatic communication-restore process to take
effect.

> Set Time O SetTime

Manually set the time on all controllers based on host computer’s clock. Set time
must be done whenever a new panel is added to the system for the panel to have the
current date and time. However, the First Access software automatically
synchronizes the time on all controllers on a daily basis.

m Events =

Time Date Event MName Bit Count Credential Operator Location

11:12:08 08-04-19 System Clock Time Set admin Main Panel

» Unlock, Momentary, Relock, Lockout and Lockout Off

. n Nn o [a)
1. Select an appropriate button, e.g. O O B o |
Unlock, Relock, etc, to perform on the Unlock Momentary Relock | Lockout Lockout
- - Off
readers. N
Unlock Unlock the lock and keep it unlocked

Momentary | Momentary unlock the lock for the duration set in the unlock time
setting of the door

Relock Relock the lock

Lockout Relock the lock and disable the card reader from granting access to
any credential. Card reader’s LED flashes red and green.
Lockout Off | Turn Lockout mode off. Card reader’s LED stays solid red and

lock remains locked.
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2. Select a reader or readers and click OK.

2 &

Front Door IT Room

C
o
(n}
11}

oK Cancel

All events are recorded in the database and displayed in the Events window.

[0 events x |

Time Drate Event MName Bit Count Credential Operator Location
16:35:28 03-04-19 Access Granted, Schedule 2 Support, Cansec 37 1603:08471 Reader IT Room
16:35:33 03-04-19 Request to Exit Pressed Reader IT Room
16:35:33 03-04-19 Request to Exit Released Reader IT Room
16:35:36  03-04-19 Input Alarm [0} Panic Button
16:35:36  03-04-19 Input Secure [0} Panic Button

Events can also be selectively filtered per reader, input/output point and vertical scroll bar
can also be enabled in the Event screen.

Note: Auxiliary Inputs and Outputs are available in First Access Advanced only.

Devices Access Reports Video @ Style T e
| ,a/ E . |;a o — ~ = Device View []| Device Tool Tips
| ﬁ AN - " it u ‘)) [x) JA &'A ‘ '4-! @ E DE >' [¥] status Bar  [] Device Sort
Properties Tools Logout = Update Queue Horn Panels Readers Inputs Outputs| EMail | Instructions croll /| Execute [ Alarm Queue B3 Windows
System Operators Alarms Events Modules Window
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» Event Filter: Select the event types for display in the Event Window

Systems Ltd.

Event View Filters o
N Select the event types for display in the Event Window
Events Access Granted Events
é Access Denied Everts
Readers Door Alarm Events (Forced Entrey, Held Open Tamper)
' Door Mode Change Events (Lock/Unlock, Interdock, All Card Access etc.)
Inputs Programming Events (Card Validate Void, Door Setup, Download etc.)
‘ System Events (System Startup/Shutdown etc.)
Qutputs Input State Events (Alarm, Secure, Tamper etc.)
Output State Events (On./Off)
Operator Logon/Logoff Events
Door Contact Events
Communication Events (Controller/ Server)
» Reader Filter: Filter events by card reader
Event View Filters X
r‘r Fiter events by card reader
Events 5. IT Room
E’ Main Entrance
Readers
Inputs
Cutputs
Select All Clear Al
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» Input Filter: Filter events by input point

Event View Filters =
r‘r Fiter events by input point
Events ‘ Panic Button
é @ Lodout Off
Readers ‘ Main Entrance Unlodk/Relock Button
& cutput onfoff
Inputs
Cutputs
Select All Clear Al

» Output Filter: Filter events by output point

Event View Filters !
r‘r Filter events by output point
Events + Alarm Horn

é + Loading Dock
+ Parking Gate
+ Motion Sensor

Readers

Inputs

0

Cutputs

Select All Clear Al

Cancel Apply
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Devices Access Reports

' .;..New u ‘D OAcknowIedge
-t uDelete

I‘:,'lﬁfle:arﬁxllﬁxlarms

i Logout | Update Queue Horn Panels Readers Inputs Outputs| EMail

em

Operatars

Systems Ltd.

. ( EMail Groups ﬁw
Certain events or alarms from
readers, inputs and outputs point @ Email Groups
can be selected to show up in the Buppo RGNk
alarm queue and optionally be Name Address
notified via email when the event or S | [ Corsee Sueor support @cansec com =
e John Doe john.doe@cansec com A
alarm occurs. Email notification is S x
. . o F
available only in First Access 8 %
wn
Advanced and uses System Schedule IS %
for notification scheduling. g X
E A
o A
» Email Groups -~
@ =
EMail
1. Click Email icon to
launch Email Groups
2. Click ' button
3. Enter the name for the group e.g. Support or IT or Managers etc...
4. Enter the name and corresponding email address for up to 10 members of
each group. Click Apply to save changes to the current email group.
5. Click OK when done.
Note: Use button “  to add addition email groups. Use button 4 to remove an
email group. Use button “* to remove an email address.
Important: Use System Schedule for email notification scheduling.
QARAQQ T
Access Unlock Shunt Output System Holidays
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» Alarm Instructions

Instructions can be predefined to be included in the alarm queue or included
with the email alarm notification. Instruction may contain contact name or
phone number along with information to carry out in an event of an alarm.

E Alarm Instructions b
1. Cth instructions icon

to launch Alarm

Instructions
window containing
a list of instructions.

2. Click New to create
new instruction.

Instruction Name

3. Input a name for Support
the instruction e.g. Intructon Ted
SMPPOTI Call: 305-820-2404 x3 New

Delete

4. Input the
instructions in the

instruction text panel.
5. Click Exit to save the instruction and to exit.
6. Optionally, highlight any existing instruction to edit or delete it.

Sample Alarm Notification:

If the Alarm Queue is not displayed at the bottom of the application, select Home

File

0 [

on the top menu Peeeties teseut | then from the top right corner under Window section,

& Style ~

Device View []] Device Taol Tips
0 > _
Status Bar |:| Device Sort
Filt: Scroll Execut n
fer oo . Alarm Queue Windows

select Alarm Queue et | Modules

When an alarm occurs, it will be shown in the queue below

Alarm Queue

Priority Date Alarm Card MName Location

1 10-07-1911:30  Card Reader Unlocked IT Room
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Double click on the event to either dismiss or hold it in the queue

Alarm Acknowledge

Event Card Reader Unlocked
Time 11:30:13 10:07-19
Location IT Room

Mame

Instructions  Call: 905-820-2404 x3

Di

Hold

ismiss

[f email notification is setup then an email notification will be sent like the sample

notification below.

First Access Card Reader Alarm

suppo rt@cansec.com
Tue 2019-07-09 11:46 AM
Support

E-_—’n._ Card Reader Alarm

Date: Jul 92019, 11:45:51
Location: IT Room

Event: Card Reader Unlocked
Instructions: Call: 903-820-2404 x3

» Panel Alarm Notifications

N

Panels

1. Click Panels icon

to launch Panel Alarm Definitions

Panel Alarm Definitions

J Select one ormore control panels and
Panel Alarms

corfigure the events which wil be queued as alams

System Schedule

@

EMail Name

Id
g 1 Main Panel

Advanced only.

Event
[ Tamper 0
[ Tamper Clear 0

[T Communication Failure | 0

Note: Email notifications are available in First Access

Priorty (0-99)  Schedule /

Instructions

i

Cancel
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2. Select desired panel, event, priority, schedule and instruction to be displayed
in the alarm queue. The event sorting priority (O to 99) defines the order in
which events are displayed in the alarm queue. (See Alarm Queue section)

3. Select Email to setup email notification. Click OK when done.

Panel Alarm Definitions x
u _J Select one or more panels and configure the events which will be sent as email alams SVStem Schedule
Panel Alarms
@ <
EMail Id MName Marm Event Schedule Instructions Email Group
i ) Tamper SysSched B:30AM5:00... Support Cansec
@t Manpand None None Hone Hone
None None Mone Mone
None None Mone Mone
None None Mone Mone
None None Mone Mone
None Nene MNane MNane
None None Mone Mone
None None Mone Mone
None None Mone Mone
None None Mone Mone
Nene Nene None None
None None Mone Mone
None None Mone Mone
None None Mone Mone
None None Mone Mone
None Nene MNane MNane
None None Mone Mone
None None Mone Mone
None None Mone Mone
Select the Apply button to assign settings to all selected panels
Apply
cance
» Reader Alarm Notificati
. . Readers
1. Click Readers icon
Reader Alarm Definitions x

[A]

é Select one or more readers and configure the events which will be queued as alamms

System Schedule

Advanced only.

Card Filtering
Option:

Notify only when
certain cards
access the door.
Card Groups

Readers
Email Id e Event Priority (0-39)  Schedule / Instructions
Reader Unlocked o = one E -
1 Eastwing O . one one
> westwing [T Reader Relocked 0 " .
= Main Entrance [ Tamper a - Norne B e
&P Loadng Dock [ Tamper Clear 0 . -
Ws ey Gate
= e [ Forced Entry o - -
Ws  edtGate

[ Door Held Open 1} : Nane = e

W7 cCommonAres
o - -
5 Management [ Door Re-closed - .
[[] Access Denied 0 e e
Card Group {Optional) > _ |More

«

[ Access Granted 0 : Nane = e
Card Group (Optional) > one

Note: Email notifications are available in First Access

must be created.

|

== New

] XK Delete
Card
Cancel GYOUDS
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2. Select the desired reader, event, priority, schedule and instruction to be
displayed in the alarm queue. The sorting priority (O to 99) defines the order
in which events are displayed in the alarm queue.

3. Select Email to setup email notification. Click OK when done.

Reader Alarm Definitions 1 X
Card filter,
u é Select one or more readers and configure the events wNgh will be sent as email alams SYS tem Schedule
Readers
@ Y 'l
Email Id Mame Alam Event Card Group Schedule Instructions Email Group
é N EastWing None Mone None None None
None Mone None None None
> westwing None Mare Nore Nare Nore
E’. 3 e None Mane None Mone None
None Mone None None None
é 4 Loading Dock. None Mone None None None
s et None None None None None
Nene MNene None Nene None
é € EREz MNone Mone MNone Naone None
®7  Commonaes None None None None None
~ None Mone None None None
P8 Management Nane Mone Nane None None
Nene MNene None Nene None
None Mane None Mone None
None Mone None None None
None Mone None None None
None Mone None None None
Nene MNene None Nene None
None Mone None None None
None Mone None None None
Select the Apply button to assign settings to all selected devices
Apply
cance

» Input Alarm Notifications

Note: Auxiliary Input and Output are
available in First Access Advanced only.

@«

Inputs

1. Click on Inputs icon

Input Alarm Definitions

(]

Input Alarms

Select one or more inputs and configure the events which will be queued as alams

@

Advanced only.

EMail d Name: Event Prioity (0-93)  Schedule
JETTENN. -
@: Lockout Off [ Input Alam o
@: Main Entrance Unlock/Relack B... [ Input Trouble [
@ Output On/Off

Note: Email notifications are available in First Access

Instructions

Cancel Aoy
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2. Select the desired input, event, priority, schedule and instruction to be
displayed in the alarm queue. The sorting priority (O to 99) defines the order

3. Select Email to setup email notification. Click OK when done.

in which events are displayed in the alarm queue.

Input Alarm Definitions X
n @  5octone ormore mauts and corfigurethe sverts niich wil b sort a5 emal alame SYS tem Schedule
Input Alarms
EMail Id Mame Schedule / Instructions Email Group
* 1 Panic Button b Mone = Mone MNane None
None Mone None None
@2  lockoutOff Secure Hone Nene Nane
Alamn Hone Nore Nore
3 Main Entrance Unlox elock B...
@ 3 Trouble Nane Nane Nane
@ Output On/off None MNaone MNane MNone
None Mone None: None
None Mone None None
None Mone None: None
None Nene None None
None Mane None None
None Mone None None
None Mone None None
None Mone None: None
None MNone None None
None Mone None None
None Mone None None
None Mone None None
None Mone None: None
None Nene None None
Select the Apply button to assign settings to all sslected devices
Apply
Cance

» Output Alarm Notifications
ts

utputs

1. Click on Outputs icon °

Note: Auxiliary Input and Output are
available in First Access Advanced only.

Output Alarm Definitions

4>
r2E Parking Gate
4

Mation Sensor

Advanced only.

* Select ane or more owtputs and configure the events which wil be queued as alams
Output Alarms
EMail Id Name SEL
Alarm Horn [C] Output OFf
Loading Dock [] Output On

Note: Email notifications are available in First Access

Priority (0-99)  Schedule Instructions
o

1]

Cancel App

[7) Cansec

Systems Ltd.

First Access
Operator Guide

Page 54 of 103
February 2024 * Rev. 2.9




2. Select the desired output, event, priority, schedule and instruction to be
displayed in the alarm queue. The sorting priority (O to 99) defines the order
in which events are displayed in the alarm queue.

Output Alarm Definitions

Output Alarms

EMail Id Name

X
n 4 seect one ormors cuspts and configurs the svents which wil be sent 35 emsi slams SYS tem Schedule
Alam Event Schedule Instructions Email Group
Al Eiom None None None None
None None None None
# 2 LoadngDock None None Nene None
’ 3 Parking Gate None None None None
None None Nene None
’ L Mation Sensor None None MNone None
None None None None
None None None None
None None None None
None Nene Nene None
None None None None
None None None None
None None None None
None None None None
None None Nene None
None None None None
None None None None
None None None None
None None None None
None Nene Nene None
Select the Apply button to assign settings to al selected devices
Apply
Corcel || tar

3. Select Email to setup email notification. Click OK when done.

Alarm queue i som quese

diSplayed at the Priority  Date

2 28-09-16 17:49
bottom of the 1 28-09-16 17:49

1 28-09-16 17:49

application. It

Alarm Card MName Location
Card Reader Unlocked Front Door
Card Reader Unlocked IT Room
Output On Alarm Hern

shows all the alarms related to readers, inputs and outputs

Individual alarm entry in the queue can be cleared or acknowledged by double

clicking on the selected entry. Selected individual alarm entry or all entries can also

be cleared by using the top menu buttons @ Acknowledge 5, { € Clear All Alarms

respectively.

Devices Access Reports

CACIE YA AR

C®) Acknowledge
k3 Clear All Alar

Alarm Horn can be enabled or disabled by
©

. . . Horn .
clicking the icon to toggle it on or off

Properties Logout | Update Queue Hom Alarm Queue can be enabled or disabled by
System Operators Alarms B
clicking the icon ¥ o toggle it on or off
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m Devices Access Reports Video @ Style ~ 9
,a/ . Device View I:‘ Device Tool Tips
‘ Status Bar [ Device Sort

' Properties Tools Logout Update Queue Horn Panels Readers Inputs Outputs EMail Instructlons Filter Scroll | Execute

Alarm Queue 53 Windows

System Operataors Alarms Events Modules Window

» Select check box [¥! Device View to show or hide Device View window

Devices

Eﬁ a Main Entrance
Qa Exit Gate

' ¥ Input1

4 Q Output 1

» Select check box ¥ status Bar to show or hide Status Bar window

Ready | Online

» Select check box [¥! Alarm Queue to show or hide Alarm Queue window

Alarm CQueue

Priority Date Alarm Card Mame Lacation
2 28-09-1617:49  Card Reader Unlocked Front Doer
1 28-09-1617:49  (Card Reader Unlocked IT Room
1 28-09-1617:49  Qutput On Alarm Horn
Devices
| Device Sort . : : N gy
» Select check box to sort devices in alphabetical order & & easae
' ¥ Input 1
&ﬁ' a Main Entrance
4 Q Output 1

Note: Auxiliary Input and Output are available in First Access Advanced only.

Access Reports Video

sad |;=:| 'al n G (a) Duration (Sed) Duration [Sed)
= ojo|7

. — O O O L

Scheduled Triggers Counters | Unlock Momentary Relock | Lockout Lockout | Remove Shunt Temp on Temp

€ Commands v v Off Shunt Shunt Qn
Contrallers Readers @ @
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Input Points

<

Panic Button

Note: Auxiliary Input and
Output are available in First
Access Advanced only.

oo
5 oo

OK

Cancel

Note: Sample
input point
named Panic
Button

Click and select an input point from the list to remove it from
being shunted. This allows the input events to be processed

Remove

Shunt normally by the controller or panel.

@ Click and select an input point from the list to shunt it. This
Rywef instructs the controller to ignore the input events.

Click and select an input point from the list to temporarily shunt

& Duration (Se) | it for the entered duration in seconds. This instructs the

aiubes |1 = | controller to temporarily ignore the input events for the entered

emp )

Shunt duration.

4
Alarm Horn
Note: Auxiliary Input and Note: Sample
) Output are available in First output point

Output Points

Access Advanced only.

oo
| |oo

0K

Cancel

named Alarm

Hormn

Off

Click and select an output point from the list to turn it off.

’

Click and select an output point from the list to turn it on.

on

% Duration (Seq) | Click and select an output point from the list to temporarily turn
o 1 = | it on for the entered duration in seconds.

On

[7) Cansec
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Step 4. Schedules, Profiles, Users and Operators

“ Home Devices Reports Video
QAQQAR ™ Hiv Wir d@is ain L o i
= E XDeIete = xnelete XDeIete o XDeIete - xnelete XDeIete
Access Unlock Shunt Output System Holidays Edit Edit Update Permissions

Update Card
B Field e

Select Access from the top menu.

Note: There are 24 available intervals shared between weekdays
(7 days from Sunday to Saturday) and a holiday (1 day) for a
total of 8 days. Several intervals can be defined within a day, e.g.
@ @ @ @ ooy Monday 9:00AM to12:59PM and Monday 1:00PM to

5:00PM. More than 3 intervals can be defined within a day as
Jecess JUnlock Shunt Output Holidays long as the number of intervals for the 8 days (Mon to Sun and
Schedules Holiday) does not exceed 24.

Access schedules specify when cardholders can use their credentials to access a

door. Start Time End Tire
» None - 1200AM 11:59 PM
N A
@ SS:;ay
Monday
ACCess T\?Ie;dayd
Wednesday
1. Click the Access Schedule icon. Trsday
Saturday
2. Select one of the 255 available access polday
Sunto Sat
SChedules. Schedule Editor %
3. Enter a name ®©
Always
for the access
@ : »~
schedule, c.g. ®2 Mo = SO Sat 12:00 21 THFM
on-Fri (3AM-5P1) Holid 12:00 AM 11:59 PN
oliday 5 ;-
24/7 or ®3 Schedule 3 None 12:00 AM 11:55 FM
N 12:00 AM 11:59 PM
Always, 84 Sehedule 4 Nonc 12:00 AM 11:59 PM
5 Schedule 5 None 12:00 AM 11:59 PM
N 12:00 AM 11:53 PM
4. Select an O screses NE:: 12:00 AM 11:59 PM
. G)? Schedule 7 None 12:00 AM 12:00 AM
optlon fOI‘ the G)s Erred None 12:00 AM 12:00 AM
N 12:00 AM 12:00 AM
Week Day. @9 Schedule 9 NE:: 12:00 AM 12:00 AM
Double click | @»  swees
one N "
®11 Schedule 11 Nane 12:00 AM 12:00 AM
on hOUl’, ®12 e None 12:00 AM 12:00 AM
minutes and O schese 13 = e s
. N 12:00 AM 12:00 AM
penod (AM or ®14 schedde 1 NZ:: 12:00 AM 12:00 AM
PM) o modi fy Oss  schediess % None 12:00 AM 12:00 AM e
0K Cancel
times
accordingly. Click OK when done.
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Access \Unlock /Shunt Qutput Holidays

Schedules

Unlock schedules are used to automatically unlock and relock a door at specified

times.

Unlock

Click on the Unlock icon.

Select one of the 255 available unlock schedules.

Enter a name for the access schedule, e.g. M-F 8AM-5PM.

Select the day of the week. Double click on hour, minute and period (AM or
PM) to modify times accordingly.

AW N

| Wesk Day | | Start Time End Time
b Nore [ ‘go0aAm 5:00 PM
Mone
Sunday A
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Holiday
Man to Fri
Sun to Sat
Schedule Editor A X
® Mame
M-F (3AM - 5PM)
831 MF (3aM- M) = R
® 2 Schedule 2 3 -
® 3 Schedule 3 Mone 12:00 AM 12:00 AM
None 12:00 AM 12:00 AM
®4 Ehedies Nore 12:00 AM 12:00 AM
® 5 Schedule 5 None 12:00 AM 12:00 AM
® 3 @ None 12:00 AM 12:00 AM
None 12:00 AM 12:00 AM
@ 7 Schedule 7 None 12:00 AM 12:00 AM
®8 e None 12:00 AM 12:00 AM
None 12:00 AM 12:00 AM
®9 Schedule 9 None 12:00 AM 12:00 AM
® T Ermnem None 12:00 AM 12:00 AM
None 12:00 AM 12:00 AM
® 11 Schedule 11 None 12:00 AM 12:00 AM
@ 12 Schedule 12 Nane 12:00 AM 12:00 AM
None 12:00 AM 12:00 AM
® 13 Schedule 13 None 12:00 AM 12:00 AM
@ 14 Schedule 14 None 12:00 AM 12:00 AM
None 12:00 AM 12:00 AM
O15  schedie 15 v None 12:00 AM 12:00 AM v
Cancel
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5. To assign an unlock schedule to a door, select Devices->Manage and select a
desired panel. Select Reader Definition and select an unlock schedule to assign
to that door.

File Home Devices Access

# Download a
% Restore Comms |

i Scheduled -
@ Set Time Commands
—.J New Controllers

@ > | -

|

J Manage existing controllers

Controller Definition 4
y
Controller Select Reader Defintion from the Drop List Below
Id Name
1 IT Room
Unlock Duration Multi-Function Relay
7 - Alarm Shunt -
Output DHO Duration Reader / Key Pad Mode
&0 , Card Only -
Pre-Alert Duration Facility Code for Keypad Card Id (0 - 255)
30 - 0 -
[] Enable Pre-Alert System Schedule for PIN Bypass
Fower Lock on BTE None -

[ RTE Device Present

[] Enable All Cards Access

[7] Disable Beeper on Scheduled Unlock
[7] Exit Reader Present

[ 7] Disable Request To Exit Messages

[ 7] Disable Door Cortact Messages Mone N
[ 7] Disable Forced Entry Messages/Events RTE Polaity @) NOto NC

Unlock Schedule
Mone

CCTV / DVR Camera

7 NCto NO
Double Bump @ Unlock / Relock ) Use as Trigger

Advanced Options Defaults

6. Click OK when done.

First Access Page 60 of 103
conscc Operator Guide February 2024 * Rev. 2.9

Systems Ltd.



Access Unlock\Shunt Dutput Holidays Note: Available in First Access Advanced only.

Schedules

Shunt schedules are used to instruct the controller or the panel when to process
and when to ignore input point events.

O

Shunt
. Click on the Shunt icon

. Select one of the 255 available shunt schedules.

. Enter a name for the shunt schedule, e.g. M-F (§8AM-5PM)
. Select the day of the week. Double click on hour, minute and period to modify

B W N~

times accordingly. Week Day
gy | | Start Time End Time
5. Click OK  ore -
. 1C . None 8:00 AM 500 PM
Sunday
Monday A
Tuesday
Wednesday
Thursday
Friday
Saturday
Holiday
Mon to Fri
Sun to Sat
A
Schedule Editor >
® Mame
M-F (8AM - 5PM)
(D1 wrEwm-ww 4 Start Time End Time A
®2 ey =| » MontoFri - 8:00 AM 5:00 PM
sauE None 12:00 AM 12:00 AM
® 3 Schedule 3 Mone 12:00 AM 12:00 AM
None 12:00 AM 12:00 AM
®4 Shedies Nore 12:00 AM 12:00 AM
©s  schedes None 12:00 AM 12:00 AM
® I None 12:00 AM 12:00 AM
None 12:00 AM 12:00 AM
@ 7 Schedule 7 None 12:00 AM 12:00 AM
@8 e None 12:00 AM 12:00 AM
None 12:00 AM 12:00 AM
@9 Schedule 9 None 12:00 AM 12:00 AM
® T Erem None 12:00 AM 12:00 AM
None 12:00 AM 12:00 AM
® 11 Schedule 11 None 12:00 AM 12:00 AM
@ 12 Schedue 12 None 12:00 AM 12:00 AM
None 12:00 AM 12:00 AM
® B SRl None 12:00 AM 12:00 AM
@ 14 Schedule 14 None 12:00 AM 12:00 AM
None 12:00 AM 12:00 AM
O shediie s hd None 12:00 AM 12:00 AM v
Cance
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CRCRCTC

Note: Available in First Access Advanced only.

Access Unlock Shunt \Qutput Holidays

Schedules

Output activation schedules are used to activate output points automatically during
specified times.

.

B W N =

&

Cutput
Click on the Output icon

Select one of the 255 available shunt schedules.
Enter a name for the Output schedule, e.g. M-F (8AM-5PM)
Select the day of the week. |

Wesk Day | | Start Time End Time
Double click on hour, i = B00AM 5:00 PM
. . . Maone
minute and period to modify  [Sunday
. K Manday
times accordingly. Tuesday
. ‘Wednesday
Cth OK. Thursday
Friday
Saturday
Holiday
Mon to Fr
Sun to Sat
Schedule Editor =
® Name
M-F (BAM - 5PM)
()1 M-F (3AM - 5PM) - Start Time End Time ~
®2 schedue 2 =| b Monto Fi ~ 3:00 AM 5:00 FM
None 12:00 AM 12:00 AM
® 3 Schedule 3 Mone 12:00 AM 12:00 AM
None 12:00 AM 12:00 AM
©+  scredes None 12:00 AM 12:00 AM
® 5 Schedule 5 Mone 12:00 AM 12:00 AM
@ A e None 12:00 AM 12:00 AM
None 12:00 AM 12:00 AM
@ 7 Schedule 7 None 12:00 AM 12:00 AM
@8 . None 12:00 AM 12:00 AM
None 12:00 AM 12:00 AM
®9 Schedule 9 None 12:00 AM 12:00 AM
@ T Eamem None 12:00 AM 12:00 AM
None 12:00 AM 12:00 AM
® 11 Schedule 11 None 12:00 AM 12:00 AM
@ B R None 12:00 AM 12:00 AM
None 12:00 AM 12:00 AM
@ 13 Schedule 13 None 12:00 AM 12:00 AM
® 14 Schedule 14 None 12:00 AM 12:00 AM
None 12:00 AM 12:00 AM
O schede 35 - None 12:00 AM 12:00 AM v
Cancel
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Note: A Holiday is not restricted to an individual day.
It can start at any time within the day, and end in the
G; @ @ @ same day or a different day at a different time. For
example, consider the case of a company which shuts
e down for a week at noon on December 24th until
Schedules January 2nd of the New Year. This would be
accommodated using a holiday start date of December

24th at 12:00PM until January 2nd at 12:00AM.

Holidays can be defined so that schedules like door unlock schedules and other
schedules do not take effect on days which are holidays. Holidays can be optionally
grouped into different sets for ease of assignment to different controllers, or they all
can share the same set. To create a new holiday:

Holidays

1. Click the Holiday icon.
2. Double click on one of the 100 available holiday sets.

Holidaw Set 1 Moliday Set 2 Holiday Set 3 Holiday Set 4 Holiday Set S Holiday Set 6 Holiday Set 7

m

Holidaw Set & Holiday Set 9 Holiday Set 10 Holiday Set 11 Holiday Set 12 Holiday Set 13 Holiday Set 14

Haolidaw Set 15 Holiday Set 16 Holiday Set 17 Haoliday Set 18 Holiday Set 19 Holiday Set 20 Haoliday Set 21

Holiday Set 22 Holidaw Set 23 Holiday Set 24 Holiday Set 25 Holiday Set 26 Holiday Set 27 Holiday Set 28

(] Cancel

(
n]
o
111

3. Enter a name for the Holiday Set Name or leave as is. Enter a name for the
Holiday Name, e.g. Christmas.
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Holiday Editor (2|
Holiday Set Name
Holiday Set For Cansec
Holidays |« Holiday Name
hristmas Christmas
Holiday 2
= Holid =
jfii Hokday 3 3 Holiday Start Date Holiday Start Time
Haoliday 4
_Holiday 5 Monday , Decembér 256, 2016 12:00:00 AM =
—
Holiday & b
—
Holiday 7 oliday End Date Holiday End Time
—
Holiday 8 ) =
Friday , Decem 30, 2015 | = 11:59:00 PM =
_Holiday 9 )i/
_Holiday 10 1 December, 2016 r
_Holiday 11 Sun Mon Tue Wed Thu
- 27 2% 9 320 1
_HDI ay 12 1 5 6 7 8
Holiday 13 11 12 13 14 15
- 18 19 20 21 22
Holiday 14
ijigriotcay 5 26 271 28 2 (30
Holiday 15 1 2 3 4 5 [
= Holiday 16 - [ Today: 9/28/2016
W A

4. Use the arrows to select the month and the desired date for Holiday Start Date
and enter the time for the Holiday Start Time.

5. Use the arrows to select the month and the desired date for Holiday End Date
and enter the time for the Holiday End Time. Click OK.

Note: Operator permissions are available in First Access
Advanced only.

Reports Video

@I — o New Eﬂa o= New C mfm Mew . o= New == New
= E x Delete x Delete a x Delete L x Delete x Delete
System Holidays Edit Update } Card Update Permissions
E Fields Groups
Elevators Users Operators

Access profiles specify which doors a group of cardholders can access, and the time
during which access will be granted at each door. To create a new Access Profile:

1. In Profiles section, click the +New icon. M

2. Enter a name for the profile, e.g. Managers.
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Profile Editor !

Name

Managers

Schedules Scheduleg,
0 Mo Access

1y »

£ East Wing 247
é West Wing 247 @ 247
g_l\‘lain Entrance 24(7 ® Sun-Sat (5:00AM - 10:00PM)
-
MY 12 b

( @ Doors () Blevators

3. For Doors, select a reader on the left panel and select a schedule on the right
panel to assign to the reader. Click Apply. Repeat the same step for other
reader(s) if necessary. If there is no elevator then skip steps related to elevator and

click OK to finish.

4. For Elevators, select the elevator on the left panel and select an elevator group on
the right panel to assign to the elevator. See Elevator section in this document for more

information

Profile Editor *

Name

Managers

Elevator Groups Elevator Groups

é Main Elevator Management '!'. Mo Access
'!'. Management

1y »

'!'. Access Group 2

& Access Group 3
—
fGSroup 4 -

\

ﬂ Acto

QL Arrace Cronn 12

C o

5. Cardholders who belong to this profile will only be able to access the readers or
doors during the times specified in the associated access schedule. Likewise, if
elevator is assigned then cardholders in this profile can only access elevator floors
specified in that elevator group e.g. Management. See Elevator section for more
information about elevator group and how to define elevator groups.

6. Click OK when done.
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To modify or delete a profile select
profile to be modified or deleted and click OK.

Edit

> >

Accounting Managers

OK Cancel

o
o
i

Reports
T4 o New

®-~I ) E XDeIete

System Holidays Edit

Video

Elevators

» Card Holders

== New
= ¥ Delete

Edit

Profiles

or ¥ Delete respectively. Select a desired

Note: To delete a profile, all users of

that profile must be assigned
to a different profile before it
can be deleted. See
Cardholder Report section
for information about
assigning or migrating
multiple users to a different

profile.
. == New == New = == Mew
-] M Delete L M Delete ¥ Delete
Card Update Permissions
Groups
Operators

Note: Operator permissions are available in First Access

Advanced only.

1. In the Users section, click the +New icon. ® " heside the update button.

User Definition

EX

|dentification

Privilege

User Information

First Name:

Last Name

Keypad PIN Mumber (Card + PIN Mode)
00000000

User Options 4

s

Available in First

Access Advanced

[7] Handicapped

[ PIN Bypass

[ Lockout Bypass

[T Interiock # APB Bypass
[T AD Service Exempt

Applicable for CARD + PIN
only. Ignore if not using

keypad for CARD + PIN

only. Import with
pre-taken picture

T

Import’ Photo

Cancel
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Active Directory attribute for AD queries
must be entered for AD Import button and
input field to appear or otherwise hidden

Enter the Active Directory attribute for AD queries

mail

If applicable, use AD
User Definition * || Import to import all
3 ~ ~
& S attributes e.g. First
Identification L Name, Last Name’
irst Mame
? Cansec Department, and
— Lest Name Phone Number etc...
Suppart .
Dates _ of a user that will be
Keypad PIN Number (Card + PIN Mode)
0‘% 00000000 mapped to the user
Access User Options flelds and Other fields.
[ Handicapped .
In this example, we
Fields . . . .
— Active Directory (AD) Import is use the email as a
— available in First Access Advanced Only. unique attribute of
3 v the user to query and
prvicge | o @ T eorport@carsec.com @ e import all other
PN .
attributes of that user.
Cancel

2. If Card + PIN is used, create/enter the Reader / Key Pad Mode

PIN number for this card. To bypass PIN

Card +PIN -

Facility Code for Keypad Card Id (0 - 255)

requirement for certain day and times, —

-

create a system schedule then select that ¢ cieaietor P ypass

bypass schedule. In this mode, the card must — Mene :

be presented followed by the PIN number followed by #.

Handicapped: The door operator will be energized when this cardholder swipes
his/her credential. Note: The door operator must be installed and hooked up to the
MAP controller using the Multi-Function relay which must be set to Handicap
Operator mode.

PIN Bypass: This cardholder is exempted from entering the PIN when Card +
PIN is required

Lockout Bypass: This cardholder is granted access when reader is in lockout mode

Interlock/APB Bypass: This cardholder is granted access when reader is in

interlock or anti-passback mode

AD Service Exempt: This cardholder is exempted from Active Directory Access

Service. See Active Directory Access Service section for more information.

[7) Cansec
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3. In the ID tab, select a

credential from the drop-
down list. Select a credential
format. For Raw Wiegand
present the credential to the
enroller and click Enroll.
For other Wiegand formats
simply enter the
system/facility code and the
credential number in the
field System/Facility Code
and ID Number

respectively.

User Definition

2

]

Idenfification
[n]
—

Diates

%

Access

Fields

=

Notes

n
[ v |

Privilege

Select one of the 5 credentials from the drop list below

Credential 1

Credential Format
(") Raw WWiegand
() 26 Bit Wiegand
(@ 37 Bit Cansec
(" 48 Bit Corporate 1000
(" 35 Bit Corporate 1000
() 36 Bit Keyscan C15001
() 37 Bt AMAG
() 36 Bit Verex

Enro Delete

System / Facility Code

1603

1D Number
03471

Raw Format

Bit Court
0

Hex Wiegand Data
0000000000000000

A person may possess up to 5 credentials or an
apartment with a family of 5 members

Caneel

If using keypad for entering card number known as PIN number only (not Card + PIN)
then enter the System/Facility System code of the keypad and enter the PIN number
you wish to assign to this user in the field ID Number. Please follow keypad’s manual to

Other Sample Cansec Card

Hc37=

program they keypad with a system/facility code for use with Cansec controllers.

» System/Facility Code: 11457
ID N+umber: 00001

+Cansec 37-bit

HID Compatible

4. In the Dates tab, select the dates and times for the credential to be
automatically validated and automatically expired. Example, you may give a
guest a card or a PIN code which you can set it to be validated and expired at certain

date and time.

User Definition

2

[ i)
Identification

Eﬂa Walid From Date and Time

D 5/26(2016 [~ 12:00:00 AM

Until Date and Timg
1/ 1f2050 m 12:00:00 AM
o 1w [

1 January, 2050 3

Sun Mon Tue Wed Thu
28 27 28/ 29 30
2 3 4 5 6

g9 1 1 12 13

6 17 18 19 20
3 4 B » T
30 31 1 2 3
[ Today: 5/26/2016

[

Credential Activation Date Range

[7) Cansec

Systems Ltd.

First Access
Operator Guide

Page 68 of 103

February 2024 * Rev. 2.9



5. In the Access tab, select a Credential Status and select an Access Profile
previously created. For new credentials, set the credential status to Active.
Credentials that have status set to Inactive, Lost, Stolen or Destroyed will
not be granted access to any door.

User Definition x
: If necessary select
3 Active . .
dentification | cc=ss Information additional access profiles
(& ;i;l’;n as secondary access
= Active ] = Destroyed profiles to allow a

[ Accounting cardholder additional
D3

£5

Classified Staff = Managers access to certain dOOI‘S.
:

Harbar Properties - Insert Profile Access profiles are
Fields Secondary Profiles Move Profile Up pI‘OCeSSCd 11‘1 pl‘iority
Creati . .
— — Vove Preic Dow sequence starting with
plotes Harbor Properties primary access profile
n Remave Profile
[+ followed by other
Privilege Show Final Access

sequential secondary
access profiles that can

Cancel be moved up/down.

6. In the Fields tab, enter optional information in the 10 available fields, e.g.
Phone #, Parking lot #, Car license plate, etc.

-
User Definition &J
g’ Discretionary Data
Identification
Eﬂa Field1
D Field2
— Field3
Dates Field4
% Fields

Access Fields

Q Field7
g Fields

é Fields

B
=
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Note: The field titles e.g. Fieldl, Field2 etc... can be renamed as desired by selecting
Fields from the Users menu and modify the name of those fields accordingly.

((User Field Titles [ & = New
(8=

E Diefine the field names associated with user records L p date Delete
Field 1 Title Department +—
Field 2 Title License Plate Users
Field 3 Title Phones|
Field 4 Title Field 4
Field 5 Title Field 5
Field & Title Field &
Field 7 Title Field 7
Field & Title Field &
Field § Title Field 9
Field 10 Title Field 10

Cancel

7. In the Notes tab, enter optional notes.

User Definition ==
2

@
Identification
i
(3=) !
D

Notes

Dates

%

Access

Fields

n
a

Privilege

8.1In the Privilege tab, optionally select door(s) that this cardholder is entitled to
toggle between locked and unlocked state when their credential is double
swiped at the card reader. Click Set, after doors have been selected, to assign
the privilege or click Reset to clear the privilege.
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User Definition @
Important: The double-
IdentLific;tion Unlock Privieges SWipe p'rivilege is optional
) B
(3=] i Name and should be assigned only
D 001 IT Room .
— Doz Frontoor to privileged cardholders
pates e.g. Managers, Supervisors.
0‘%
Access
Fields Should be selectively assigned only to
= individuals who require this function. It is
Hotes not intended to be assigned to all users.
‘G \ |
Privilege [ Set ] [ Bt ]

Note: Double swipe will unlock the door in a maintained state and double swipe again
will relock the door. Single swipe will momentarily unlock the door for the duration
that is set in the unlock-time setting of that door.

9. Click OK. Confirmation message(s) will be displayed in the Events panel.

< m Events =

Time Date Event Mame Bit Count Credential Operator Location

11:15:42 08-04-19 Card Validated, Schedule 2 Support, Cansec 37 1603:08471 admin IT Room

11:15:42 08-04-19 Card Validated, Schedule Support, Cansec 37 1603:08471 admin Main Entrance
» Card Groups

Card groups provide an option to group a number of cardholders together in
a group which can be used in the unlock schedule or in the trigger feature (see
trigger section for more info). It is used to determine which group can perform
certain actions. There are 100 card groups per controller and 75 cardholders
per group. All controllers share the same groups. See trigger section for more
information

Reports Video

@I — T4 o New Gh o= New [ﬂa = Mew ' . = New
B E x Delete == x Delete x Delete - x Delete x Delete
System Holidays Edit Edit Update Permissions
H Fields
Elevators Profiles Users Operators

Note: Operator permissions are available in First Access Advanced only.
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1. Click "% Beside the Card Groups button

Card Group Editor X
Camrd Group Name
Available Users Group Members
Name Information @ Name Information
<Ealecl field to ssaED
Find All Records ~
g
Cre -

2. Enter a name for the group e.g. Managers etc...

3. Find certain cards or all cards using the filter then add those cards to the
groups. Click OK when done.

4. If more groups are required then repeat the same steps.

5. Select Card Groups button to edit or select Delete button to delete.

Repaorts Video

@I — T o New ) ofm New . o= New o Mew
= E x Delete -] x Delete - x Delete x Delete
System Holidays Edit Card Update Permissions
Groups
Elevators Profiles Users Operators

3=

Update x Delet
1. To edit or delete a cardholder, click the or =¥ button respectively.

To delete multiple cardholders see Cardholder and Credential
Report or Bulk Cardholder Deletion section for more information
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— | |Find All Records ~

Name Information

Select field to ssarch

lcon View

Done

Name

Select field to search
Find All Records

Information

- leon View

Done

Select a desired option to search for e.g. All Records, User Name etc....

Select field to search

P Access Profile [+]

User Mame
Department
License Plate
Phone #
Field 4

Field 5

Field &
Field 7
Field &
-Field 9
IField 10
Arcess Profile
Find All Records

v

User Field Titles ﬁ
E Define the field names associated with user records

Field 1 Title Department

Field 2 Title License Plate

Field 3 Title Phone|

Field 4 Title Field 4

Field 5 Title Field 5

Field 6 Title Field 6

Field 7 Title Field 7

Field & Title Field 8

Field 5 Title Field 9

Field 10 Title Field 10

-OK Cancel

. To search records by Credential ID select Credential Id Number. If only Facility

Code is entered then the result will be all credentials having that facility code.
Similarly, if only Id Number is entered then the result will be all credentials
having that Id Number. However, if both Facility Code and Id Number are entered

then the result will just be
one unique credential
having that Facility Code and
Id Number

Facility Code

Id Number

Select field to ssarch
Credential Id Number

- lcon View

Edit

Daone

First Access
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4. To search records by user name select User Name and enter either First Name
or Last Name or both to search.

Select field to search
User Mame -

First Mame

Last Name

(" Strict Search (@) Flexible Search

Strict Search: Requires full or complete
information to be entered e.g. John not Jo
will search for all first names having John.
Option applies to both First and Last Name.

Flexible Search: Allows partial information
to be entered e.g. Jo instead of John will
search for all first names having Jo as the
first 2 characters (John, Joe etc...). Option
applies to both First and Last Name.

5. Results can be viewed in either detailed mode Ve or icon mode | '=en Ve

Dietail View lcon View
MName Information o
a
[ Fred Dawber Managers E
= Minh Nguyen
£X Minh Nguyen Managers
a
X Cansec Support Employees ik
Do 3=
[£) 1ames weber Managers T
3=
James Weber
3=

Cansec
Support

6. To edit a record, select it and click button =~ =
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7. To search by access profile, select Access Profile and select a desired profile to
search for e.g. Managers, Employees etc... The result will be all credentials that
belong to that selected profile.

Select field to seanch
Access Profile
Access Profile Name

Employees

» Bulk Cardholder Deletion

= lcon View

Edit

Dane

To delete multiple cardholders select Report, under User section select Run

Home Devices Access
Sort Report By Sort Report By
Id First Mame
>
User Credentials

See Cardholder and Credential

Report section for more information

Select all or desired records then right click to display a pop-up menu. Select “Delete

Selected Users”.

[ tvents” D [oeraues] |

First Name Last Name

Pin User Id

0010000865

Assign Validation Date

0010000931 M _ o
0010002415 Assign Expiration Date
0010002416 ¥ Assign Access Profile

0010002417
0010002418
1654631831
1660312298

M Void Selected Users

E Delete Selected Users
:

Test Card

Note: Communication must be established between
the software and controller for the modified
or deleted user record to be updated from the
controller. If there is no communication when
the modification or deletion is performed, the

Status Profile Position Department

Acive Jcca | |ResigentCare |

Validate

07-06-22 00:00

Void

01-01-50 00:00

07-06-2200:00  01-01-30 00:00  Active Housekeeping Housekeeping
07-06-22 00:00  01-01-50 00:00 Active Dietary Dietary
07-06-2200:00  01-01-50 00:00 Active Switch board Switch board
07-06-22 00:00  01-01-50 00:00 Active Managers

12-08-2200:00  01-01-50 00:00 Inactive Mo Access

:j § Download

Manage Scheduled
Commands

%" Restore Comms

® set Time

Controllers

user record will remain in the controller
database. When communication is resumed, a manual download from the software is
required to update the controller again.
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Note: Operator permissions are available in First
Access Advanced only.

Repaorts Video

@I — 4 o New == New iy == New == New == Mew
[t11) = 3= iy
= x Delete x Delete x Delete x Delete x Delete
System Holidays Edit Edit Update : Card Permissions
E Fields Groups
Elevators Profiles Users Operators
Operators are personnel who are authorized to login and manage the software and
controllers or panels.
1. In the Operators section, click the +New icon ®"®¥ to create new operator.
Operators
There is a default operator
S o named admin and the default
Availabl password is admin. The
Password vatlable .
in First default admin has full access
S Access to the software.
Advanced In First Access Express, every
Automatic Logout in Minutes (0 for never)
— only. operator has full access to the
software.
Select Group Permissions
Full Access - Note: Manual logout  [JET Gorno
‘ can be done by clicking ﬁ
QK Cancel
o on logout button ropertie

System
2. Enter a short operator name e.g. Cansec.

Enter the password and enter it again on the next line to confirm.

4. Enter the idle time out in minutes to automatically log the operator out of the
software. Enter O for the software not to log out at all.

5. For First Access Advanced only, select an appropriate group to assign to the

operator. See Operator Group Permission section.

(OV)

¢ Operator Group Permission

Operator group permissions provide options to create different operator groups with
individual permissions for devices and commands. There is a default operator group
called Full Access which has all permissions assigned.
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1. Select ™" from

== New

x Delete
Permissions
to create a new group.

anel

o

&

Readers

Inputs

4

Qutputs

Operator Permissions

Pemission Group Mame

Select Command Access

Select commands alone do not
allow commands to apply to

O First Access

=

Home

=]

Devices

Access

=]

Reports

=]
gooono

Video

=]

|:| Access View
= File
O Badge

[ Home

anything. Devices must also be
selected for the commands to be

applied to

Video and Badge are add-on
software which must be
purchased separately. Video

Set All Clear Al

deals with NVR integration and
Badge deals with photo badge.

W N

. Enter a name for the group e.g. Restricted or HR or Security Guard etc...
. Select desired commands and panels, readers, inputs and outputs points that you

would like operators to have access to.
4. Click OK to save. If necessary, follow the same steps above to create multiple
groups with different permissions.

5. To delete a group, select Kelete (o select a desired group to delete.

Permissions

Systems Ltd.

6. To modify permissions for a group select then select a desired group to
modify permissions.
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Home Devices Access Video

Sort Report By Sort Report By

Select Report Dates sk a Select Event Type
First Mame From May 29, 2020 12:00:00 AM E b All Events

User Device
To May 29, 2020 11:5%:59 PM | pipar  Filter .- Run
Credentials Histary

. — There are different sorting options available when

Last Name . . .
Last Name I generating cardholder or credential report. Sorting
Access proile Facility Code options include:

Id Mumber

Profile

» User Report - display all the users

Save Report As.,

1. Pick the User then select a desired sorting option.

B exit
2. Click Run. Save report in csv format if necessary.
) m E\rentyym User Query xl
Pin UserId First Name Last Mame Yalidate Void Status Profile Fieldl
00000000 1464285081 Cansec Support 26-05-16 00:00  01-01-5000:00  Active Managers
00000000 1464285338 John Doe 26-05-16 00:00 01-01-50 00:00 Active Accounting
Optionally, select a cardholder or select multiple cardholders and right | sssion vatistion oate |

click to display a pop-up menu from which quick commands can be fesion Bxplietion Date

performed. This can be used to assign multiple cardholders to a S
common validation date, expiration date or to a common access Delete Selected Users
profile. Multiple cardholders can also be:

Assign Access Profile

o Voided - Credentials’ status are set to Inactive. Access is not granted at any door. However,
the records are kept in the database for the purpose of potential re-activation.

e Deleted - The records are permanently deleted from the database and from the controllers.
Access is not granted at any door.

File

ave Report As,

3. Pick the Credentials then select a desired sorting option. & ot

» Credential Report - display all the credentials of the users

4. Click Run. Save report in csv format if necessary

[0 events” [ credential query |

First Name Last Name |d Fermat Facility Code Id Number Profile
Augustine Duford Cansec 37 Bit 2864 01437 Lockers
Augustine Duford Cansec 37 Bit 2864 01691 Front Door
Aura Delacote Cansec 37 Bit 2864 00188 Front Door & Garage
Bader Fréres Cansec 37 Bit 2864 00128 Laundry
Belma Grace Cansec 37 Bit 2864 00838 Front Door & Garage
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Step 5. History and Audit Report

The First Access software records all events on the computer's hard drive. Because
First Access is a “real-time” system, these events are constantly being recorded in
the Microsoft SQL Database. To specify the retention period, perform the following
steps:
he [
3\ (=

Propertieg/logout

1. Launch System Properties — sn

2. Select History tab.

. . . System Properties =)
3. Use the slider to specify retention =
period in a month. Click OK Ssn; Select the amount of audit history to store in months
when done. o e
®
History
-
Note: Once a month the system will scan -
‘ ‘
and discard any history entry older pate
than the specified month. 9
©
-OK Cancel Apply

The MAP control panel is capable of storing a maximum of 10,000 events in its
memory when the panel does not communicate with the software. When 10,000
events have been reached, new events will replace the oldest events. When the
panel resumes it communication, all old and new events are sent to the computer
in real time freeing its memory for storage when the communication is not
established and panel goes offline. The panel must have a backup battery to prevent
all historical events from being lost from its volatile memory storage when a power
outage occurs. All other settings are saved in non-volatile memory storage.
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To view all audit history events stored in the database:
1. Select Report from the top main menu.

Accass

Select Report Dates

(GlFrom)  February 23, 2018 12:00:00 AM
4@ February 23, 2018 11:59:59 PM

Select Event Type
All Events -

2. Select Month, Day and Year for From date.
3. Select Month, Day and Year for To date.
4. Optionally select User Filter to generate a report for a particular user.

i@ Do not fiter based on user information

71 Select events where user name is like ..
First Mame

Last Mame

1 Select events where userid equals. .

{e.g. 1145700001)

(71 Select events where user credential equals...

{e.g. 11457:00001)

5. Optionally select Device Filter and enter device name e.g. Front Door to
generate report for that door only.

i@ Do not fitter based on location information

i Select events where location is like...
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6. Select a filter for the Event Type.

Select Event Type
All Events -

Access Granted Events
Aecess Denied Events
Door Alarms
Door Mode Events

Programming Events

System Events
Input Events
CQutput Events
Operator Events
Door Contact Events

etwork Events

7. Click the Run button. # Run

m Event/ m Audit Query = l
Date Time Event MName Id
02-11-17 09:43:18 Operator Login admin
02-11-17 09:43:18 Access Granted Unlock, Schedulel Mguyen, Minh 1507040401
02-11-17 09:43:20 Card Reader Relocked Mguyen, Minh 1507040401
03-11-17 00:00:00 System Clock Time Set
03-11-17 08:00:00 Card Reader Unlocked
03-11-17 16:15:00 Card Reader Relocked

8. Save report in csv format if necessary.

BitCount

37
37

Credential Operator

20063:07460 Reader

20063:07460 Reader
FA Server
Schedule
Schedule

Location
CANSEC-PCO9
IT Room

IT Room

First Panel

IT Room

IT Room

First Access
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Elevator

The First Access software, both Express and Advanced versions, supports MAP2 panel
provisioned for elevator mode. The MAPmini and MAP1 panel does not support elevator
mode.

The elevator MAP2 panel alone supports up to 16 floors. However, with the optional add-
on dedicated H1000 panels, the MAP2 panel supports up to a maximum of 64 floors.

Elevator MAP2 Panel must be provisioned by Cansec each time an additional add-on H1000 panel is added
H1000 Panel H1000 Panel H1000 Panel

\Floors 17-32 Floors 33-48 Floors 49-6

—

Optional: H1000 Panels

The elevator floor group defines a set of floors that an elevator handles. The access
group defines who may access those floors. The optional floor-unlock schedule defines
when selected floors may be freely accessible to everyone.

Typically, there is just one floor group and one elevator, but there are cases where
multiple elevators are used to serve different floor sets e.g. elevator one serves floors 1
to 32 while elevator two serves floors 33 to 64.

1. If not already created then create a new elevator floor group from the top menu
Access under the Elevators sections

Reports Video
G E | §E
E Delete

system Haolidays Edit

Elevators

2. Enter a name for the floor group e.g. Floor Group One
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Floor Groups x

‘ Enter a name for this Floor Group
Floor Names

Floor Group One

Select the number of floors this Floer Group will support
Access Groups
Group Foor (Relay) Cou@ 32 Aoors 48 Floors 64 Floors >
Unlock

Enter a descriptive name for each floor

Schedules
Relay Relay # Foor Description

(1]} Lobby (1]

a2 IT Dept 10

03 Accounting Dept 11

04 Conference Hall 12

—

i I
I

12} 16

Floors 1 - 16

3. Select the desired number of floors (16, 32, 48 or 64) that this elevator group will
support and name each floor accordingly.

4. Select an Access Group then select a desired primary and optional alternate access
schedule and floors that this access group is permitted to access. Rename the group
as desired e.g. Management, IT Department, Guest etc...

Floor Groups x

‘ Access Group Selectior Management Floor Permissions
e & . ~
Wl Managemen Select the access schedulgdo be used for this access group

Home Devices
BRA® QA *

Access/Unlock Shunt Output System Hol

3
~N A E
<
w s=ff [247 T - 2
Lccess Group !‘. Guest = Schedules
a Select the pemitted flooplassociated with the access schedule above L]
Wl Access Group 4 e 2
] k3
vt 24 Az G 5 Do Access schedule
F " 3 .
SHTRELES W Access Group & v| Accounting Dept deflne day and time

'!'. Access Group 7 | Conference Hall

— 2 s ) e e that access is granted

to the selected floors

aroup 15

!'. Access Group 16

hd
Floors 1- 16

Cancel Apply

» Primary Schedule

Primary schedule is used to specify floors that are permitted during certain days
and times.
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This example shows that the Guest group has access only to Lobby floor and IT
Dept floor during business hours.

Floor Groups
s Access Group Selection
F
Floar Mames V. Managers
% o) st=ff

Actess Groups
W Access Group 4

Guest Floor Permissions

Select the access schedule to be used for this access group

Business Hours

Select the permitted floors associated with the access schedule above

aqeu.laqw@

@ & | Lobby
Unlock V. Access Group 5 ] IT Dept
Schedules e. Access Group 6 Accounting Dept
. e. Access Gro Conference Hall
A / / ——
aroup 16
B -
Rename Floors 1 - 16
» Alternate Schedule

Alternate schedule is used to specify floors that are permitted outside of the

primary schedule.

Continuing with the above example, we can now use the alternate schedule to
select only Lobby and Conference Hall floors are permitted for the Guest group

after hours.

Floor Groups
‘ Access Group Selection
iy
Floor Mames 7. Managers
% o) st=ff

Guest

Access Groups

®

Unlock
Schedules

e. Access Group 4
e. Access Group 5
e. Access Group 6

—
Ay

Luup 16

Rename

Guest Floor Permissions

-~
Select the access schedule to be used for this access group

Select the permitted floors associated with the access schedule above

| Lobby
IT Dept
Accounting Dept
] Conference Hall

/

Floors 1 - 16

@ AdE W

Apply

5. If a floor is required to unlock for the purpose of free access then select Unlock
Schedules. Next, select a desired floor and choose an unlock schedule to assign to

it. If necessary, repeat similar steps for other floors.
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Floor Groups X Home Devices
Select Unlock Schedules for each floor @ @ @I -
Lob! Elev Unlodk 24/7 - =

& E— ] Access\ UnlockJShunt Qutput System Hal
IT Dept Mone -
\ccounting Dept None Schedules
Mone &
None ] Unlock schedule
Hone - define day and time
Nore : that the selected floors
Mone - . .
is freely accessible
None
None
MNone
None
Mone
None
MNone
None
Floors 1- 16

1. Select Devices > Managed -> New from the top menu

Controller Definition x
-
.. , N
‘ ’ ‘ Download Contraller Controller Definition Controller Properties
=
% Restore Comms S ’ Name PLM Firmware Version
@ Set Time € =] Elevator Panel Onel
Reader
N Controllers Definitions
ew t e )
] | Connection Mode IOM Fimware Version
@l | @ Add anew controller . (@) Statically Assigned IP Address or Host Name
’7 J Add a new controller Input ) Dynamically Assigned IP Address
Reader Provision
IP Address / Host Name Port
OQutput 172.16.2.50 5000 0
2. Name the panel e.g. Elevator

Board Configuration,

Panel One etc. .. Ignore MAP2 Elevator - 1 Door, No Inputs, No Qutpy ~
Holiday Schedule

Input &

Holiday Set 1

3. Select appropriate connection | Output

mOde . Floor Group One
Input & Output are available in First Access Advanced
4. Select MAP2 Elevator for board |only. Not applicable in elevator mode

configuration anfi as§1gn ita —

floor group that it will handle.
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5. Enter a name for the reader e.g. Main Elevator. Ignore options that are related to

doors e.g. Multi-Function Relay, DHO duration etc... Click OK when done.

Controller Definition X
r
Controller Select Reader Definition from the Drop List Below
g Reader1
Reader
Definitions
Id Name
. 9 Main Elevator
anpuk Unlock Duration Mutti-Function Relay
Q 7 : Not Used
Output DHO Duration Reader / Key Pad Mode
a0 N Card Only
Pre-Alert Duration Facility Code for Keypad Card Id (0 - 255)
30 0
Ignore [ Enable Pre-Alert System Schedule for PIN Bypass
Power Lock on RTE Mone
these —> RTE Device Present
. [ Enable All Cards Access Unlock Schedule
Optlons [] Disable Beeper on Scheduled Unlock | (Nore  Add-on option =
[ Exit Reader Present
[ Disable Request To Exit Messages e e
[ Disable Door Contact Messages Mone
|| Disable Forced Entry M EventS RTE Polaity @ NOto NC ) NCto NO
Double Bump @) Unlock / Relock () Use as Trigger
Advanced Options Defaults
GO

» Floor Unlock

1. Select Devices and select the
down arrow of the Unlock
button then select Elevators.
Select a desired elevator.

2. Select floors to be unlocked.

3. Click OK when done.

Acecess Reports Video
rad a |;=3 n no
ofol5
Comms = —
Scheduled Triggers Counters ¢fUnlodl ’womenti
B Commands =
Controllers

Doors |

pa—t

1 x

>

3in Elevator

Mame

Floor

Granj

Sindair Ltd.

oo (| =
b 8 oo || = ll Cancel
Lock / Unlock Elevator Floors
rs

Maintenance Level

High Octane Fitness

_= Resta.

Top Hat Cleaning

Select floor
nuwber or index P
of each floor to —J
unlock. Multiple
e ———

floors may be
—_—

selected
—

[ CoxD |

Cancel

[7) Cansec

Systems Ltd.

First Access

Operator Guide

Page 86 of 103
February 2024  Rev. 2.9



» Floor Relock

1. Select Devices and select the down arrow of the Relock button then select

Elevators.

Access

n [©]
g alo
Comms a n
Scheduled Triggers Counter.!omentam Relock Lockou
Commands

Controllers

Reports Video

Doars

S

2. Select a desired elevator.

=

5in Elevaty

o~

C
oo
oo
11}

3. Select currently unlocked floors to relock them.

Lock / Unlock Elevator Floors

Foor Name
'!'. 2 | Food Court .
Select floor
'!'. 3 | Lobby
1111111b1“f or iil:li*x
et
'!'. 25| Bennaden Fashion Ltd. of each floor to
i S gl
'!'. 27] Lycro Engineering relock, 3‘[1111.*;11;1_1;
'!'. 23] Telemark ﬂo."”.ma‘;b'_',
& -u slected
wy|51| Rexway Resellers
.

T

| Co || cancad |

4. Click OK when done.
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» Floor Unlock & Relock

Alternatively, select the elevator in the device view to launch the Elevator Status
screen. Select desired floors using the floor number and unlock or relock
accordingly. Single or multiple floors may be selected.

g a Entry Gate

> a Exit Gate

A N
v. v | Elevator

Elevator Status

A (0003) Bevator

E Controller Blevator Controller at Address 172.15.30.104:5000

Name

o
g
-l

Floor 1

v Alarm Switch

. v Input 2
4 Q Light
4 Q Output 2

\ 4

]

Floor 2
3 | Floor 3
Floor 4
Floor 5

Floor 6

R T

Floor 7
Floor 3

Floor 9

[E)

5

Floor 10

2= - 1= 1< ] <] <] <) < ) <] < 2]

o Cument Status
Lockout
Tamper

Communication Failure
Actions
Unlock Configure
Relock
Lock Qut

Lock Out Off

Access Granted Event

When an access-granted event for the elevator is displayed in the First Access
software, click on that event to display the pop-up box which shows the floors
that were unlocked. Click on the pop-up box to dismiss it.

Time

09:24:03
09:24:05
09:24:12
09:24:25

Date

23-04-20
23-04-20
23-04-20
23-04-20

Event

Cperator Login

Access Granted,
Access Granted,
Access Granted,

All Floors
Upper Floors

09 220 Ad

Mame
James

Dafoe, William
Skywalker, Luke
o Lo

n

[+ & Food Court

n

[+ E Lobby

(a] -
18 360 Advanced Security

”~

Systems Ltd.
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Software Update & Upgrade

» Software Update: Old version to new version

If you have First Access = x
Advanced then select '
the question mark (?)
on the top right corner
of the software to display the version and
the software/product key information.
Record your software key.

© Apout

Display program information,
version number and copyright

Back up the database as a precaution. See
Appendix section for instructions to back up the
database. Remove the old version through
add/remove program. The database will
not be removed during the software
removal.

About First Access

m First Access Advanced - Partitioned
Version 4.1.0.4

Product Key: 40ANIAF-=

Copyright (C) 2015-2021
Cansec Systems Lid.

hitp .//www cansec com oK

Apps & features
Optional features
App execution aliases

Search, sort, and filter by drive. If you would like to uninstall or
move an app, select it from the list.

| first

Sort by: Name ~ Filter by: All drives ~~
1 app found
E First Access Advanced

1.00.0000

s 7/20/2021

Maodify Uninstall

Download the latest version of the First Access software from
https://www.cansec.com/downloads.html. Unzip and launch the installation
package. If you have First Access Express then select Install First Access
Express and otherwise select Install First Access Advanced which requires a
software key you have recorded previously. During the installation the

software will automatically update the database accordingly.

L]
@Fist
Qaccess
Install First Access Express

Install First Access Advanced
Install IP Configuration Tool

First Access® Software

Cutting edge simplicity® -

Install USB Drivers
[x Cansec
Systems Ltd.

cansec.com

If you have workstations with
First Access clients installed
then they must be removed
and reinstalled with the latest
version

[7) Cansec
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» Software Upgrade: First Access Express to First Access Advanced

e DPurchase the software key from your dealer  apps & features
then download the latest version of First Optional features
Access software from App execution aliases
https://WWW.cansec.com/downloads.html. Search, sort, and filter by drive. If you would like to uninstall or

move an app, select it from the list.

| first

e Back up the database as a precaution. See Sortby:Name v Fler by: Alldrives v
Appendix section for instructions to back up the "=
database. Remove the old version through First Access Advanced \m -
add/remove program. The database will not e

Modify Uninstall

be removed during the software removal.

e Unzip and launch the software installation package you have downloaded.

0 First ' If you have workstations with
access First Access® Software . . .
) i First Access clients installed
Cutting edge simplicity®
™ then they must be removed
and reinstalled with the latest
version

Install First Access Express

Install First Access Advanced

Install IP Configuration Tool

Install USB Drivers
View Documentation

Contact Cansec L _\

T = Cansec
Systems Ltd.

o Select Install First Access Advanced then supply the software key when
prompted. During the installation the software will automatically update the
database accordingly.
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Appendix

The Database Backup and Restore Utility provides options to back up the
database or to restore the database from a backup. The utility is only applicable for
the Microsoft SQI database that was installed by First Access software. It’s required
that the backup be done regularly and preferably by an IT personnel or database
administrator and stored offsite for recovery when needed.

1. Launch Database Backup/Restore from the Tools menu.

2. The server name and SQL instance is normally .\SQLExpress but if you have
used other instance name like .\SQLFA then enter the pe
appropriate name. 3 X (=

3. Select either Windows or SQL Server Authentication. I

System

m Database Backup and Restore - x l
Tools
Database Server
=
SQL Server Name | 501 Express [ — Databaze Backup / Restare
-
Database Authentication -
=5 Database Bulk Load
+ Windows Authentication " SQL Server Authentication
=]
SQL Server Credentials =’é Database Import
User Name Password —
— :
= [ Defaults | Test Connection E Server Configuration
@ EMail Diagnostics
Enter database backup name and path information
C:\TEMPFirstAccessFeb 192020.bak Browse IMPORTTANT: 1t's highly recommended D
| that & USB thumb drive is used to store i
our backup.
{+ Backup Database " Restore Database & 3
Backup Database

4. To backup the database, select Backup Database option and click Browse to
select the location to save the backup file to. Click Backup Database button

5. To restore the database, select Restore Database option and click Browse to
select the location where the backup file was saved to. Select the back file and
click Restore Database button.

6. Select Quit when done.
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The Bulk Credential Load Ultility provides an option to load several credentials of
certain format without the need to load one credential at a time.

1. Launch Database Bulk Load from the Tools menu.

mFirstAccess Bulk Loader = £ Devii
X [
G X[

Select Credential Format Properties Tools Logout

() Cansec 37 bit Wiegand
() HID Corporate 1000 35 bit Wiegand
() HID Corporate 1000 48 bit Wisgand

© Standard 26 bit Wiegand Systeml

Tools

_go Database Backup / Restore

Enter Facility Code Credential Status
% Database Bulk Load
1 @ Active  Inactive
-Eo Database Import
Enter Credential Range Access Profile —
= Server Configuration
Start Id End Id Mo Access A ——
1 10 @ EMail Diagnostics

Static First Name Text
Done

Credential

Load New Credentials

Begin

Note: The information about your credential e.g. format, system/facility code and

credential range are usually printed on the box. If unsure, contact your dealer or the place
where you have purchased your credential from.

2. Select the format of your credentials and enter the Start Id and End Id. Select
the status either Active, for the credentials to be active immediately, or Inactive
which can later be set to Active. Select a desired Access Profile and enter a
generic name for all credentials. The name can later be modified to the actual
name of the credential owner before or as credentials are handed out to the
owner.

3. Select Begin to load all credentials.

Devices

4. Follow the prompt to download to the panels ¥ Downioad

5. If more than one types or formats of credentials are available then repeat the
same steps to load them. Otherwise select Exit.
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FA Access View is available in First Access Advanced Only.

The FA Access View utility provides an option to view access events of cardholders
from selected readers. The event can either be access granted event or access denied
event or both events. If the cardholder has an image imported to his/her record

then it will be shown accordingly.

Monitored Readers X
Server Connection Settings
é Select Event Types and Card Readers to Monitor
[ Opceess Granted () Access Denied @ Both
B Please enterthe First Access server connection setting to continue
—_—
M 2 T Room
Server IP address or host name
[ 2 Main Entrance
127.0.0.1
Server TCP port number
5005
Cancel
A
| -
»
Cencel
[@accesf view — [m] X
Fi Vigw  Help
Es0 0
2 . First Access Advanced
Time 11:26 11-07-19
Location IT Room :
Event Access Granted, Schedule 2 Launch FA Access View
Name Cansec Support
Profile Business Hours (e 32 S =]
Expires 01-01-50
Position
Department
Extension
Home Phone
Cell Phone
License Plate
Parking Lot #
Email
Field 9
Field 10
v
Done Online
- o0 x
~
Time 11:28 11-07-19
Location IT Room
Event Access Granted, Schedule 1
Name Blostar Card
Profile Business Hours
Expires 01-01-50
Position
Department
Extension
Home Phone
Cell Phone
License Plate
Parking Lot #
Email
Field 9
Fleld 10
Done
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The Import Utility provides an option to import the user database, exported to a csv
file from either SmartLock Pro, SmartLock Pro Plus or Huricane software, into the
First Access database.

e Export from SmartLock Pro or SmartLock Pro Plus

. Select User )

_ User

(Pro Plus) or User View T view (Pro) from the

left panel.

. To top left menu, select File->Report

Edit Commands V
Setup
DVR Setup
User Titles
User Bulk Loader

Clear Reader Timeouts

Report

. Select “Comma Delimited (CSV) and select “Detailed Report”

Report Options Iﬁ
Feport Format Feport Type
" Text Document * Detailed Repart
{* Comma Delimited [C54] ™ Simple Report

Report File Mame

C:iU sershAcoounthD esktophl serg oo Browse
oK | Cancel |

. Click Browse to select a location to save the csv report file to. Enter a

name for the file e.g. ProPlusUsers.csv

. Click OK when done.

. Use Notepad (Do not use Excel application because it removes leading zeros from

card number). Open the file and remove the title and any blank line.

| File Edit Format View Help Remove title and |

User Report < blank line

UUDDlElDZZ,CakSEE,SyStENS,,,,,,ATT ACCess

0002009659, Test,Card,,,,,,All Access
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7. At the end of the file, remove the record counter and any blank line.

0162235781,John Doe,,,,,,.M-F 4am-630pm
0162235784, williams Green,,,,,, ,M-F 4am-630pm
95 Record(s) ]

< ] Remove these lines

8. Save the file to get it ready for import.
Import to First Accesss

1. Launch Database Import from the Tools menu once the csv file has been
exported from either Pro or Pro Plus.

2. Click Browse to locate and select the exported csv file.

[ First Access Import Utility - * Devii
O X[
Select Import File
Properties Tools Logout
| | Brawse
System
Select Product Type
% Smartlock Pro " Smartlock Pro Plus " Hurricane Tools
Select Name Format
_90 Database Backup / Restore
{* First Name [ Last Name " Last Name / First Name
9 Database Bulk Load
=0
Access Profiles
dl 9
I¥ Automatically add Access Profile if it doesn't exist - -
—
Select Credential Format = Server Corfiguration
—_—
|standard 26 Bit ~|
EMail Diagnostics
Done

3. Select the product type e.g. SmartLock Pro or SmartLock Pro Plus that the csv
file was exported from.

Note: The Name Format selection is applicable to SmartLock Pro only since Pro
has only one field for both First Name and Last Name.

0001102015 SmartLock Pro: One field for both First Name and Last Name
o First Name followed by Last Name or
UserName: [John Doe o | e Last Name followed by First Name

0161060301

SmartLock Pro Plus:

TEATE e First Name and Last Name have their own fields.
Last Name: |Coe ]
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4. For SmartLock Pro, select if the User Name field contains First Name
followed by Last Name or Last Name followed by First Name. This way,
the names will be imported accordingly into First Access.

5. Select the credential format that the users have. Usually, all users carry the
same credential format. If users carry different formats then the csv file
must be edited to group users [Standard 26 Bit ~|
having the same format together, T AR

Cansec 37 Bit

. . s HID Corp 1000 43 Bit
save them in different csv files and D o 1000 2851t

import one file at a time. Verex 36 Bit
Keyscan 36 Bit
AMAG 37 Bit

6. Click Import to import the exported csv file.
7. Click View Log to review any error message that may have happened
during the import.

8. Click Exit when done.

The Server Configuration Ultility provides an option to configure or modify the

SQL server connection information. ERGD o
0 X[=

Properties Tools Logout
Systeml

_eo Database Backup / Restore

1. Launch Server Configuration from the Tools menu.

m Server Configuration — 4 Tools

@ Enter database connection options for the First Access server

Server Name th Database Bulk Load
\SQLExpress
_90 Database Import
Database Authentication —_—
_ _ = Server Corfiguration
@ Tusted Connection (") Database Authertication ==
User Password @ Bl s

Done

Select Build to generate a new SCL Server connection string. Existing data will

- m;.u“ : The configuration should be done
by IT personnel or by database
Cument First Access Server Settings administrator. The default
First Access Server SQL connection sting configurations are configured
Driver ={5QL Server};server=.\SQLExpress;trusted_connection=Yes;wsid=CAN: during the software installation.
These steps should be performed
— e = only when there is a change to the
server e.g. a migration of the
server.
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2. Enter the SQL server name along with its instance if necessary.

3. Select appropriate authentication method, build the string connection and click
Test to test the connection.

4. Click Save to save the configuration if the connection is successful.

5. Click Exit when done.

The Email Diagnostic tool is available in First Access Advanced only. The tool
provides an option to configure and diagnose email setup.

1. Launch Email Diagnostics from the Tools menu.

2. Enter required information below and test sending it.
When successfully sent, click Update to update
settings for the email setup screen.

A

g X[

Properties Tools Logout

System

@ EMailTest
Current SMTP Settings
SMTP Host Name
Enaryption SMTP Part
|None j | 25
SMTP Account Name SMTP Account Password
EMail From Address
! Update ;

Test Send To Address

Test

Tools

{0

-o Database Backup / Restare
Database Bulk Load
Database Import
Server Corfiguration

EMail Diagnostics

Daone

® Hl §0 &0

(oore

System Properties

3. Click Done when finished.

AD Import

AD Service

Enter the SMTP Host Name

Encryption Type
MNaone

Enter the SMTP Account User Name

Enter the EMail From Address

EMail Diagnostics

SMTP Port Number
25

Enterthe SMTP Password

Cancel
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» Clock Synchronization

Every day at 3:00 AM the First Access server software would automatically
synchronize the clock from the computer to all the panels. Since the computer has
the builtin Daylight Saving Time (DST) feature so this would take care of the DST
for all the panels.

.83:00:00 01-01-19 System Clock Time Set FA Server Main Panel
3:00:00 02-01-19 System Clock Time Set FA Server Main Panel

» Data Synchronization

Every day at 1:00 AM the First Access server software automatically synchronizes
data only to those panels that are flagged as unsynchronized. For example, changes
were made to the database like adding new users but some panels are offline. Those
offline panels will be flagged as unsynchronized and will be synchronized at 1:00
AM. However, if those panels are online before 1:00 AM and the operator does a
manual download to those panels then they are not flagged as unsynchronized.

Date Time Event Name BitCount Credential Operator Location &
11-01-20 01:00:01 System Clock Time Set Sync Task Sim Unit 1 (P3)
11-01-20 01:00:01 System Clock Time Set Sync Task Sim Unit 3 (HO)
11-01-20 01:00:01 Reader Configuration Updated Sync Task Sim Unit 3 - Reader 1 (HO)
11-01-20 01:00:01 System Clock Time Set Sync Task Sim Unit 2 (P3)
11-01-20 01:00:01 Reader Configuration Updated Sync Task Sim Unit 1 - Reader 1 (P3)
11-01-20 01:00:01 Reader Configuration Updated Sync Task Sim Unit 2 - Reader 1 (P3)
11-01-20 01:00:01 Unlock Schedule 0 Updated Sync Task Sim Unit 3 (HO)
11-01-20 01:00:01 Unlock Schedule 0 Updated Sync Task Sim Unit 1 (P3)
11-01-20 01:00:02 Unlock Schedule 0 Updated _ _ Sync Task Sim Unit 2 (P3)
——— . Reader Configuratipntte™™ S e neder 1Py
Lowi-2l Vi - puated - SIM Ui
11-01-20 01:00:03 [ — s 11 to 13 Updated Sync Task Sim Unit 2 (P3)
11-01-20 01:00:03 Qutput Schedule 0 Updated Sync Task Sim Unit 1 (P3)
11-01-20 01:00:03 Access Schedules 16 to 20 Updated Sync Task Sim Unit 3 (HO)
11-01-20 01:00:03 Qutput Schedule 0 Updated Sync Task Sirmn Unit 1 (P3)
11-01-20 01:00:03 Access Schedules 16 to 20 Updated Sync Task Sim Unit 2 (P3)
11-01-20 01:00:03 Access Schedules 21 to 25 Updated Sync Task Sirm Unit 3 (HO)
11-01-20 01:00:04 Access Schedules 21 to 25 Updated Sync Task Sim Unit 2 (P3)
11-01-20 01:00:04 Qutput Schedule 0 Updated Sync Task Sirm Unit 1 (P3)
110190 n.nmna Arrece Crhedilar 96 bn 20 | Ind sber Cumr Tael Siven @it 2 1LION A
>
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Troubleshooting

» Unable to connect to the First Access Server when launching First Access Client

Connectit First Access

Unable to connect to the First Access Server, The server
Unable to connect to the First Access Server ! service may not be running on the host system or the
Please correct connection settings maximum number of server clients may have been reached
Error Code 10060 Error Code 10061

|
‘ oK

e Ensure that the First Access service & SQL Express service are running

Right click on the service e.g. First

A/ Computer Management (Local | Name Description Status Startup Type

h [ré System Toals -\‘_‘é;ExtensibIeAuthenti(ation P... The Extensi... Manual ACCCSS SeI'VICG: or SQL Sel’Ver to
O DS GyFax Enables you.. Menual access the pop-up menu in order
@ vent Viewer -\.','é;FiIeHistoryService Protects use... Manual (Trig...

[z Shared Folders
I Local Users and Groups
l@l Performance

(€ First Access Active Director... First Access.. Running  Automatic to start, St()p the service etc...
-Sé;FirstAccess Discovery Service First Access... Running  Automatic
-\.','é;FirstAccess EMail Service First Access... Running  Automatic

& Device Manager

P Fist Access CRUning) Automatic T oo i
= Disk Management “Cl.Function Discovery Provide... The FDPHO... Running  Manual Publishes t Stop
v :_f?;.Sér\rices and Applications Q;Function Discovery Resourc... Publishes th.., Manual (Trig... This user ser... Pause
. Services &} GameDVR and Broadcast Us... This user ser... Manual Thic cervice .. R T

ﬁéi WMI Control -S“)_;Geolocat\on Service This service ... Manual (Trig...

% SQOL Server Configuratic Q;Gonglechrome Elevation 5... Manual Keeps your ... Kestort

[ SOL Server Configuratic Q;Google Update Service (gup... Keeps your... Automatic (... Keeps your . All Tasks >
“Zanale Update Service (gup... Kee Graphics pe.. Refresh
[—_ . -w- Hunning  Automatic (T... Lhe senvice i, Properties
-\.','2 SQOL Active Directory Helper... Enables inte... Disabled urricane B...

[ 50L Server (SOLEXPRESS) | Providessto.. Autornatic ﬁ‘t'“te””‘“ R Hep

rrirana A

e Ensure that you have not reached the maximum number of clients connecting to the
server. First Access Express supports 4 concurrent connections. First Access
Advanced supports 20 concurrent connections.

o [f the First Access Server is installed on a System Properies
. . . |.||1t'l' correct server ho?‘]
different computer than the First Access Client I =B
then ensure that the IT personnel configure the

Enterthe First Access server IP address or host name
1
L I

Enterthe First Access server TCP port number T

w
i
2
o

"

firewall rule on the server to allow incoming
TCP traffic on port 5005 from the clients, and

that the host name or IP address of the server is
correctly entered in the First Access Clients.

rn
S
=3
m

'@ 5005 Default

Host name or IP address of the
server not 127.0.0.1

o [f the First Access Server and Client are installed on the same computer then ensure
that the host name or IP Home | _Devices E|
address (127‘000‘1) and Q Q{ B Server Enter the First Access server |P address or host name

Properties Tools Logout U .
port (5005) are correct. =

y Enroller
e 0 Enterthe First Access server TCP port number

5005 Default
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e It’s highly suggested to have Cansec software installer to install both SQL and First
Access software. During the installation, the installer will inject SQL login
credentials with proper privilege in order for the First Access service to connect to
create and manage the database. The First Access service will fail to start if it does
not have proper login credential. See the log files C:\ProgramData\Cansec\First
Access\Logs \FAService.log for more details.

i} Shell Hardware Detection| SQOL Server (SQLEXPRESS) Properties (Local Computer) *
Sk Smart Card
i€k Smart Card Device Enum General LogOn  Recovery Dependencies
5k Smart Card Removal Poli
EL SNMP Trap

5} Software Protection

Log on as:

(®) Local System account

K X Allow service to interact with deskiol
i} Spatial Data Service - P

£} Splashtop Software Upda (O This account: Browse
i} Spot Verifier
5k SOL Active Directory Helg
£, SQL Server (SQLEXPRESS)
58 SO0 Server (SOLFA)
Agent (SCUT

Gk Symantec .. . rote]
£k Symantec Endpoint Prote

5k Symantec Endpoint Prote Cancel Apply

e [f you manually install SQL or use your own instance of SQL then there are two
options:

1. Use “Trusted Connection”

Launch the Command Prompt and enter each line, one at a time seen in the
image below. Hit enter after each line. If it fails, fall back to option 2.

BN SOLCMD

m Home Devices Access
aXE 20

- uDele
es| Tools | Logout | Update

-

To

k=1
w
=4

System Operators

2. Use “Database Authentication”. Deie Tools

Launch First Access client (must be running on the same : e

First Access server) and from the Home menu, select p| B o

Tool>Server Configuration. Enter the user name and a—

password that you have previously configured when you @ v

manually installed SQL. The account must have —

appropriate privilege to create and manage the database
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or otherwise it will fail. Consult your database administrator or IT personnel for more
information

Note: Server Configuration Tool can also be launched from the following location

C:\Program Files (x86)\First Access Express or C:\Program Files (x86)\First Access

Advanced
&« A | |'» ThisPC » Local Disk (C:) » Program Files (x86) » First Access Advanced » I
) MName -
3t Quick access 4] dsp_video_h264_1.dIl [ server Configuration - X
I Desktop |_'| dsp_video_mjpeq.dll
- =loads / / == D;SeM @ Enter database connection options for the First Access server
e Server Name
B sqlapr.d Database Authentication
[ 5qiCmd.exe () Trusted Connection (©! Database Authentication
. . . User Password
Select Build to build the connection rstacces veases
String then seleCt TeSt to teSt the Sel‘ect Build to generate a new SQL Server connection string. Existing data will
e lost.
connection. If successfully, select Save i
to save the connection string and
. Cument First Access Server Settings
otherwise consult your database Frst Access Server SQL cormection sing
administl’ator or IT personnel Driver={SQL Server};server=.\SQLExpress;trusted_connection=Yes;wsid=CAN!
Test Save

e Fail to back up or restore the database is due to the improper login credential.
Follow option 1 or 2 above to fix it before backup or restore can be done.

Note:
The logs files can be accessed and viewed from this location C:\ProgramData\Cansec \First

Access\Logs. In Windows 10 ensure that you enable hidden items in order to view and

access the C:\ProgramData folder which is hidden by default in Windows.

| Iﬂ = | Logs
Home Share «
[I [l ereview pane | | ™= Extra large icons [&] Large icons =i Medium icons I [] Group by ~ [ item check boxes
=2 Small icons FH List ﬂjAdd columns = File name extensions
Mavi at\on = o= _ sort Hide selected ~ Options
pa?u o M sj= Tiles = Content © by~ Fo Size all columns to fit items p-
Panes Layout Current view Show/hide
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(e = | Logs

“ Home Share View

<« S ‘ C:\ProgramData\Cansec\FirstAccess\Logs] —| F3.CANSEC-PC33.0g - Notepad
N File Edit Format View Help
) MName Fa, 08-11-21 16:42:89
3+ Quick access ] ; . . s
] AccView.CANSEC-PC32.lag SysShutdown: Client is shutting down

Fa, ©8-11-21 16:54:24
SysInit: Beginning execution

| BulkLoad.lo
= mere = ! Fa..B8-11-21 16:54:25
# 3D Objects | Dsfenicelog - IM ‘on suga® ”~ o

5] EmSendea CANSFC-PC330g

@ OneDrive |_'| AdService. CANSEC-PC33.log

_ Desktop sysIn. oing e

| Documents E FseveeTog Fa, 9871;14.99:43:2.[? .

3 Downlosd B Import) SockOpen failed while connecting to 127.8.8.1:5885
ownleads mport.log

Fa, ©8-17-21 £9:43:41
b Music SysInit: Could not establish connection with FaService
&=/ Pictures Fa, 88-17-21 14:38:34

i SysInit: Beginning execution
B videos Fa, 08-17-21 14:38:36
‘& Local Disk (C) Vi 1 files f SockOpen failed while connecting to 127.8.8.1:5885
$GetCurrent 1ew log 1iles tor Fa, ©8-17-21 14:39:00
SWinREAgent troubleshooting purposes SysInit: Could not establish connection with FaService
intel 3
Msocach Sample log file
acne
PerfLogs

Program Files

Program Files (x86)

ProgramData

» No controllers found

When adding a new controller the MAC address field shows an empty list. Normally it

should show at least one entry provided that the controller is powered on and connected to the
same network with the computer hosting the First Access server.

Controller Definition >

Controller Definition Controller Properties

Name FLM Firmware Version

MNew Controller

o (&

Reader
Definitions
Connection Mode

(") Statically Assigned IP Address or Host Name

@ Dynamically Assigned IP Address
Reader Provisi
MAC Address Port Q MAC Address B eader Provision

- 0
| m So00 - Output | [-] 5000
)
Ba2Mmi = i | Board Configuration

IOM Firmware Version

5
°

5

=

MAP1 - 2 Doors, 4Inputs, 4 Outputs

Heliday Schedule

Holiday Set 1

e Use the MAP1 IP Configuration Tool to scan for all controllers to ensure that
they are at least detected by this standalone tool.
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B8 MAP1 IP Configuration Tool - x

1P Range: | W.0 .0 .1 g | 0.0 .0 .25 Scan
1P Address | MAC Address |[Serialm  [pv [ 10M [ ups | Mode
10.0.0.152 BE: I - - 0080DS 242 141510 13  FirstAc
10.0.0.154 B8 T ML 0000C2 242 141510 13  FirstAc
10.0.0.155 00BOFA 241 141510 7 Cloud
10.0.0.156 00BOGF 242 141510 18 Cloud
10.0.0.157 00808D 242 141510 18  FirstAc
10.0.0.160 0000SB 242 141510 13  Webste
10.0.0.161 D0BOAC 242 141510 18  Webst
10.0.0.43 000089 242 141510 18  FirstAc
10.0.0.58 000059 242 181507 18  FirstAc
10.0.0.74 00809C 241 141510 7 Cloud
< >
Configure Update Print Label Diagnostics Exit

Pone

e Ensure that the Fist Access Discovery Service (DsService) is running.

$ Computer Management (Local|| pjame
v [f‘_!; System Tools
@ Task Scheduler
@ Event Viewer
w2 Shared Folders

Description Status Startup Type

Running | Automatic

First Access ...
First Access ...

Autematic

“ELFirst Access Service Autematic
4

Local Syste...
Local Syste...

Log On As &

e Check the log file to ensure that the DsService has found at least one controller.

Mame Date modified Type Size

D AccView,CANSEC-PC33.log
D AdService. CANSEC-PC33.log

7/8/2021 1:28 PM Text Document 7KB
2133

/2021 3:34 PM Text Document 573 KB

6/26/2021 11:23 PM  Text Document 0KB
8/17/2021 3:44 PM Text Document 424 KB
PC33.log 8/17/2021 3:34 PM Text Document 110 KB
Q17730729 2,24 DOhd Teack [ s L0 VD

D EAServid] mj DsService.log - Motepad

Dlmportl File Edit Format View Help

@8-17-21 15:28:06 Run: Beginning network scan

- Bs—ly_ “Run: W ’nmplei’;i/a/- “ars found

i e et
o 15:34:44 4 Y service .

@8-17-21 15:34:48 OnInit: Beginning DsService initialization

@8-17-21 15:34:48 OnInit: initiaslization completed successfully

88-17-21 15:34:48 Run: run execution begins

88-17-21 15:34:48 Run: testing database connection

88-17-21 15:34:48 OpenDbConnection: Attempting connection...

@8-17-21 15:34:48 Run: database connection successful

88-17-21 15:34:48 Run: [Scanning network addresses 18.8.8.x|

@8-17-21 15:34:48 Run: Beginning network scan

08-17-21 15:35:89 Run:f Network scan complete, 1 controllers found
v BS—iy_ “-Run: Begi ‘ark scan
a )

e Ensure that the controllers and the computer hosting the First Access server are

on the same network or subnet.

® First Access is a registered trademark of Cansec Systems Ltd.

® Windows is a registered trademark of Microsoft Corporation in the United States and/or other countries.
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